Confédération suisse Federal Office of Police fedpol
Confederazione Svizzera
Confederaziun svizra

g Schweizerische Eidgenossenschaft Federal Department of Justice and Police FDJP

2016

April 2017 ANNUAL REPORT BY THE MONEY LAUNDERING REPORTING
OFFICE SWITZERLAND MROS
A publication by the Federal Office of Police fedpol






MROS

19" Annual Report

April 2017

2076

Federal Department of Justice and Police FDJP
Federal Office of Police fedpol
Money Laundering Reporting Office Switzerland

3003 Berne

Tel.: (+41) 058 463 40 40

Fax: (+41) 058 463 39 39

email: mros.info@fedpol.admin.ch

Internet: http://www.fedpol.admin.ch






19™ ANNUAL REPORT 2016: MONEY LAUNDERING REPORTING OFFICE SWITZERLAND MROS

Table of contents

2.1
2.2
2.2.1
222
2.2.3

224
2.2.5
2.2.6
2.2.7
2.2.8
2.3
2.3.1
232
2.4
2.5
2.51
252
253
254
255
2.5.6
2.5.7
2.5.8
2.5.9
2.5.10
2.5.11
2.5.12

3.1
3.2
3.3
3.4
3.5
3.6
37
3.8
3.9
3.10
3.1
3.12
3.13
3.14
3.15
3.16
3.17

Introduction

Annual MROS statistics

Overview of MROS statistics 2016

General remarks

Total number of Suspicious Activity Reports (SARs)

Mandatory SARs (Art. 9 AMLA) and voluntary SARs (Art. 305 para. 2 SCC)
Reporting cases of attempted money laundering or suspected terrorist financing
under Article 9 paragraph 1 letter b of the Anti-Money Laundering Act
Proportion of SARs forwarded to the prosecution authorities

SARs involving substantial levels of assets

Decisions by the prosecution authorities and courts

Phishing and money mules

Article 11a Anti-Money Laundering Act

Information exchange with foreign Financial Intelligence Units (FIUs)
Inquiries from foreign FIUs

MROS inquiries to foreign FIUs

The search for terrorist funds

Detailed statistics

Home canton of reporting financial intermediary

Location of suspicious business connection

Type of financial intermediary according to category

SARs from the banking sector

Factors arousing suspicion

Suspected predicate offences

Domicile of clients

Nationality of clients

Domicile of beneficial owners

Nationality of beneficial owners

Prosecution authorities

Status of forwarded SARs

Typologies (selection of cases from the 2016 reporting year)
A failed mayor from the Mediterranean region opens a restaurant in Switzerland
Grandparent scams: still an issue

A prostitute steals her punter’s online banking details

Fraudsters with active imaginations

Transfer of proceeds from a robbery

Family fortune or criminal activity?

Ahouse renovation

The legal professional

A corrupt tax official

A fraudulently-obtained mortgage

Terrorist financing?

An asset manager admits guilt

Dual use goods

A stock market expert manipulates prices

An embassy employee goes astray

Stolen identity

Renowned painting at the centre of an advance fee scam

O O W 0

12
13
14
14
15
17
17
18
19
21
21
23
25
26
27
29
31
32
33
34
35
37

40
40
40
41
41
42
43
43
43
44
44
45
46
46
47
47
48
49



19™ ANNUAL REPORT 2016: MONEY LAUNDERING REPORTING OFFICE SWITZERLAND MROS

4.1
4.1.1
4.1.2

4.2

421

5.1
52

MROS Practice

Suspicious Activity Reports

Due diligence obligations during analysis of suspicious activity reports by MROS
New trends in the SAR reporting system

Federal Act on the Freezing and the Restitution of lllicit Assets held by

Foreign Politically Exposed Persons (FIAA)

Scope of Art. 7 FIAA in relation to Art. 9 AMLA

International scene
Egmont Group
About the FATF

Internet links

50
50
50
50

52
52

54
54
54

56



19™ ANNUAL REPORT 2016: MONEY LAUNDERING REPORTING OFFICE SWITZERLAND MROS

1 Introduction

2016 was another record year in terms of the number of
SARs (Suspicious Activity Reports) received by MROS. At
2,909 SARs, which is an average of 11 per working day,
financial intermediaries submitted around 23% more SARs
than the previous year.

The rise in voluntary SARs continued. This is a trend that we
have observed since 2010, but which has become much
more marked in the last three years. In the year under re-
view, MROS received 1,827 voluntary SARs. The lowering
of the threshold of suspicion, which is covered in chapter
four of this report, may have influenced this increase. In
addition, awareness among financial intermediaries is in-
creasing all the time, which means the SARs they file with
MROS are of high quality.

The proportion of SARs forwarded to the prosecution au-
thorities was comparable with the previous year, meaning
around 70% of SARs. However, this figure should be put
into perspective as, for the first time, MROS was unable
to process all the SARs it received by the end of the year.
This means that 487 mainly voluntary SARs will be handled
over the course of 2017. The proportion of SARs received in
2016 forwarded to the prosecution authorities is therefore
not final. MROS also made increased use of its power to re-
guestinformation from financial intermediaries that did not
submit a SAR, filing almost 100 more such requests than
in the previous year. This competence has strengthened
MROS’s analytical capabilities before SARs are potentially
forwarded to the prosecution authorities.

Like the number of SARs, the asset value involved also broke
a new record high, at CHF 5.3 billion. Around one third
of this amount derived from 15 significant SARs, of which
two-thirds were voluntary and one-third was mandatory.
In terms of predicate offences, fraud topped the list again,
after being overtaken by corruption the previous year. How-
ever, corruption continues to increase in absolute figures.
As of 1 January 2016 the duty to report for dealers was
introduced in the AMLA. However, MROS did not receive
any such report during the reporting year.

2016 was also the year that Switzerland underwent a peer
review within the scope of the Financial Action Task Force
(FATF). MROS played an active role in this evaluation. The
organisation and activity of MROS were judged fully com-
pliant with FATF Recommendation 29. However, a short-
coming was detected concerning MROS's international
cooperation. It is true that MROS cannot contact financial
intermediaries on the basis of a SAR received from a coun-
terpart abroad. Article 11a paragraph 2 AMLA authorises
MROS to contact a financial intermediary only on the basis
of a SAR from a Swiss financial intermediary. Therefore it
sometimes happens that MROS cannot use important in-
formation it receives from its counterparts abroad.

Finally, in 2016, MROS published a collection of its positions
featured in various annual reports. The collection, entitled
'MROS’s Practice’, as well as ongoing training courses and
conferences aimed at financial intermediaries, forms part of
MROS's mission, which is to raise awareness in the financial
centre of the different issues and recent trends in the fight
against financial crime.

Bern, March 2017

Stiliano Ordolli, LL.D.
Head of the Money Laundering Reporting Office
Switzerland MROS

Federal Department of Justice and Police FDJP
Federal Office of Police fedpol, Directorate Staff
MRQOS Division
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2 Annual MROS statistics

2.1 Overview of MROS statistics 2016

Summary of reporting year (1 January — 31 December 2016)

2016 2016 2015 2015
SAR Reporting Volume Absolute | Relative +/- Absolute Relative

Total number of SARs received 2909 | 100.0% 22.9% 2367 100.0%
Forwarded SARs 1726 59.3% 0.1% 1724 72.8%
Non-forwarded SARs 696 23.9% 8.2% 643 27.2%
Pending SARs 487 16.8%

Type of financial intermediary

Bank 2502 86.0% 15.9% 2159 91.2%
Money transmitter 129 4.4% 122.4% 58 2.5%
Fiduciary 45 1.6% -6.3% 48 2.0%
Asset manager / Investment advisor 64 2.2% 42.2% 45 1.9%
Attorney 5 0.2% -16.7% 6 0.3%
Insurance 89 3.1% 641.7% 12 0.5%
Credit card company 21 0.7% 61.5% 13 0.5%
Casino 14 0.5% 366.7% 3 0.1%
Foreign exchange trader 3 0.1% N/A 0 0.0%
Securities trader 3 0.1% 0.0% 3 0.1%
Other 21 0.7% 200.0% 7 0.3%
Loan, leasing and factoring business 10 0.3% 42.9% 7 0.3%
Commodity and precious metal trader 3 0.1% -50.0% 6 0.3%

Amounts involved in CHF
(Total effective assets at time of report)

Total asset value of all SARs received 5320801413 | 100.0% 10.2% 4827331635 100.0%
Total asset value of forwarded SARs 2515571959 47.3% -29.4% 3564 058 681 73.8%
Total asset value of non-forwarded SARs 1836 543 941 34.5% 45.4% 1263272954 26.2%
Total asset value of pending SARs 968 685 512 18.2% N/A 0 0.0%
Average asset value of SARs (total) 1829083 2039430
Average asset value of forwarded SARs 1457 458 2067319
Average asset value of non-forwarded SARs 2638713 1964 655
Average asset value of pending SARs 1989 087 0
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2.2 General remarks
The 2016 reporting year was characterised by the following
developments:

1. With 2,909 SARs, a record year in terms of reporting
volume.

2. Total asset value also at a record level of CHF 5.3 billion.

3. Fall over the previous years in the number of SARs con-
cerning the financing of terrorism.

4. Further decrease in the proportion of SARs forwarded to
the prosecution authorities.

5. Fraud overtakes bribery again as the most frequent
predicate offence to money laundering at the time the
SAR was forwarded to the prosecution authorities.

6. New record number of cases concerning fraudulent mis-
use of a computer, in particular involving phishing.

7. 487 SARs are still awaiting analysis by MROS.

2.2.1 Total number of Suspicious Activity Reports
(SARs)

SAR reporting volume

3500

2500

2000

3000 2909
1625 1585
1500

2367
1753
1411
1159
1000 795 851 8%
N I I I
0

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

o

M 10-year comparison of SAR reporting volume

In 2016, MROS received a total of 2,909 SARs in connection
with money laundering or terrorist financing, meaning an
increase of nearly 23% compared to the previous year. The
maximum of 2,367 SARs reached in 2015 has been exceed-
ed by 542 SARs. The high reporting volume was notably a
result of four large case clusters that generated multiple
SARs relating to the same case. The most complex case,
which already generated 276 SARsin 2015, triggered a fur-
ther 160 SARs in 2016 and involved a total asset value of
more than CHF 440 million.

With a total of 2,502 SARs, the banking sector submitted
135 more SARs in 2016 than overall reporting volume in
the record year of 2015 (2,367 SARs). More than 86% of

total reporting volume in 2016 came from this sector (2015:
approx. 91%). While reporting volume from the banking
sector rose by 16%, from 2,159 in 2015 to 2,502 SARs in
2015, reporting volume from the other sectors nearly dou-
bled, from 208 in 2015 to 407 in 2016.

Worthy of note is the rise in SARs from the money trans-
mitters (payment services sector). In 2015, MROS received
58 SARs from this sector as opposed to 129 SARs in 2016,
more than a twofold increase.

The most significant increase in reporting volume came
from the insurance sector, from 12 SARsin 2015 to 89 SARs
in 2016, an increase of 642 %.

Total asset volume increased by 10.2%, to more than
CHF 5.3 billion. However, the amount of assets involved
in SARs forwarded to prosecution authorities fell by more
than CHF 1 billion or 29.4%, to CHF 2.5 billion.

As opposed to 2015, when bribery replaced fraud as the
most frequently reported predicate offence to money laun-
dering, fraud was once again at the top of the tables in
2016, with 746 SARs. This is a marked increase over 2015
(445 SARs). The number of SARs involving bribery rose from
594in 2015 to 646 in 2016.

The number of SARs involving phishing, subsumed under
Article 147 of the Swiss Criminal Code (SCC) (Fraudulent
misuse of a computer) increased markedly again, from 142
SARsin 2015 to 254 SARs in 2016.

For the first time, MROS received in 2016 SARs involving an
aggravated tax misdemeanour under Article 305bis num-
ber 105 SCC. At 34 SARs, the number is rather low. It should
be noted, however, that this is a new criminal provision and
the number of SARs involving this predicate offence may
well rise in the coming years.

2.2.2 Mandatory SARs (Art. 9 AMLA) and voluntary

SARs (Art. 305* para. 2 SCC")
Ofthe 2,909 SARs submittedto MROSin 2016, 1,827 SARSs,
or 63%, were submitted under Article 305% paragraph 2
SCC (right to report / voluntary SARs) and 1,082 SARs, or
37%, were submitted under Article 9 of the Anti-Money
Laundering Act (AMLA) (duty to report/ mandatory SARs).
Since 2010, the number of voluntary SARs under Article
305" paragraph 2 SCC has risen sharply. This increase is
due to the fact that since the revision of the Anti-Money
Laundering Act in 2009 voluntary SARs may only be sub-
mitted to MROS (whereas before 2009 they could be sub-
mitted to either MROS or the prosecution authorities). The
sharp rise in voluntary SARs noted in the 2015 Annual Re-
port became even more accentuated in 2016 so that for
the second time MROS received more voluntary SARs than
mandatory SARs.

" The Swiss Criminal Code of 21 December 1937 (SCC; SR 311.0).
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Comparison 9 AMLA / 305t SCC

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

= 9 AMLA = 305" SCC

Ananalysis of the data for 2015 (when MROS received more
voluntary than mandatory SARs for the first time) showed
that it was the banking sector that was responsible for the
rise in voluntary SARs: in 2015, this sector submitted 1,266
SARs under Article 305 paragraph 2 SCC as opposed to
893 SARs under Article 9 AMLA. And in 2016, the banking
sector submitted 1,583 voluntary SARs as opposed to 919
mandatory SARs. In addition, the other categories of finan-
cial intermediaries, for the first time, together submitted
more SARs under Article 305 paragraph 2 SCC than under
Article 9 AMLA. The individual financial sectors no longer
follow different practices with regard to what type of SAR
they submit. Whereas financial intermediaries outside the
banking sector have usually submitted mandatory SARs
(e.g.in 2015 they submitted 128 SARs under Art. 9 AMLA
as opposed to only 80 SARs under Art. 305* para. 2 SCC),
it was the other way around in 2016 (163 SARs under Art.
9 AMLA and 244 SARs under Art. 305 para. 2 SCC). That
means that in 2016, for the first time, both the banking
sector and the other categories of financial intermediaries
were responsible for the rise in voluntary SARs. But with-

in the banking sector, different banks follow different re-
porting practices. In 2015, for example, foreign-controlled
banks submitted more SARs under Article 305% paragraph
2 SCC (54.3%). This trend continued in 2016, with this sec-
tor submitting 68.8% of its SARs under this penal provision.
The major Swiss banks also submitted more voluntary SARs
(75.6%) than mandatory SARs. The cantonal and Raiffeisen
banks, on the other hand, submitted more mandatory SARs
in 2016, as did the private banks.

The difference in reporting practices has been evident for
some years. This confirms that it is difficult to distinguish
between the elements leading to the submission of a vol-
untary SAR as opposed to a mandatory SAR. According to
the Federal Council dispatches of 1993 and 1996, the fi-
nancial intermediary may submit a SAR under Article 305"
paragraph 2 SCC on account of a suspicion that the money
involved in a business relationship probably originates from
an illegal activity, or there is doubt or a sense of unease
about entering into a business relationship. On the other
hand, a financial intermediary must submit a SAR under
Article 9 AMLA if he has a well-founded suspicion of money
laundering. The scope of a simple suspicion under Article
305t paragraph 2 SCC is therefore wider than the scope of
a well-founded suspicion under Article 9 AMLA.

The high level of voluntary SARs (Art. 305% para. 2 SCC)
shows that financial intermediaries, who are a key element
of Switzerland’s anti-money laundering strategy, are in-
creasingly prepared to take on this role. In cases of doubt,
they have often decided to make use of voluntary report-
ing. Under Article 1 paragraph 1 letter ¢ of the Ordinance
on the Money Laundering Reporting Office Switzerland
(MROSO), MROS has a legal obligation to make financial
intermediaries aware of the problems of money laundering,
its predicate offences, organised crime and the financing
of terrorism. In 2016, MROS made another special effort
to this end, which undoubtedly led to some financial inter-
mediaries lowering their reporting threshold with regard
to a simple suspicion under Article 305 paragraph 2 SCC.

Type of bank Art.9 in % Art.305t" in % Total
AMLA para. 2 SCC

Other bank 159 49.2 164 50.8

Foreign-controlled bank 206 31.2 454 68.8 660
Asset-management bank 87 28.2 221 71.8 308
Branch of foreign bank 2 100 0 0 2
Major bank 190 24.4 589 75.6 779
Cantonal bank 100 52.6 90 47.4 190
Private bank 35 61.4 22 38.6 57
Raiffeisen bank 119 77.3 35 22.7 154
Regional and savings bank 21 72.4 8 27.6 29
Total 919 36.7 1583 63.3 2502
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Financial intermediary
Banks

Casinos

Foreign exchange trader

Securities trader

Currency exchange

Loan, leasing, factoring +
non-recourse financing

Credit card company

Attorney

Commodity and precious
metal trader

SRO

Fiduciary

Asset manager

Insurance

Distributor of investment
funds

Money transmitter

Other financial
intermediary

Authorities

Type of SAR

Total
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Art. 3051 SCC
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2.2.3 Reporting cases of attempted money
laundering or suspected terrorist financing
under Article 9 paragraph 1 letter b of the
Anti-Money Laundering Act

The main objective of anti-money laundering legislation
is to prevent the financial market of Switzerland from be-
ing used for criminal purposes. Under Article 9 paragraph
1(b) AMLA, a financial intermediary is under an obligation
to report to MROS even if a business relationship has not
been entered upon. Under Article 9 paragraph 1(b) AMLA,
a financial intermediary must report situations to MROS in
which negotiations to establish a business relationship have
been broken off due to a reasonable suspicion that the as-
sets involved are connected to an offence defined under
Article 9 paragraph 1(a) AMLA. The SARs forwarded on this
legal basis are of key importance in the fight against money
laundering. Submitting a SAR under Article 9 paragraph
1(b) AMLA therefore allows MROS to gather information
on assets of doubtful origin and on suspect persons, and to
pass on this information to prosecution authorities or to its
counterparts abroad.
In the year under review, 27 SARs were submitted to MROS
under this provision, 20 more than in 2015. Three of these
SARs were forwarded to the appropriate prosecution au-
thorities.
Since the entry into force of Article 9 paragraph 1(b) AMLA
in 2009, MROS has received a total of 119 SARs by virtue of
this article, 32 of which have been forwarded to the appro-
priate prosecution authority, making the overall proportion
of forwarded SARs submitted under Article 9 paragraph 1
(b) AMLA since 2009 29.9%. Of the 32 SARs forwarded to
prosecution authorities, 11 cases were dismissed, 8 cases
were suspended, 3 cases were temporarily suspended and
1 case resulted in a conviction?. Nine of the 32 cases are
pending.
The number of dismissals can be explained by the fact that
these SARs were submitted when business relations were
broken off. In other words, it is difficult to prove that a pred-
icate offence to money laundering has been committed if
assets could not be transferred because a business relation-
ship was not established. In such cases, there is generally
not enough evidence to initiate criminal proceedings.

2 This case relates to a SAR that MROS received in 2010 concerning a fo-
reign national residing in Switzerland who, using false identities based
on forged documents, established several companies with headquarters
in Switzerland and abroad. Later, the man attempted to obtain credit
from a Swiss financial intermediary using forged balance sheets of the
companies in Switzerland. Following its analysis and various inquiries,
MROS sent the case to the prosecution authorities. The man was found
guilty of fraud for commercial gain, and of forgery and falsifying iden-
tity documents, but not guilty of money laundering (due to insufficient
proof).

2.2.4 Proportion of SARs forwarded to the
prosecution authorities

Proportion of SARs forwarded to the prosecution
authorities in comparison to the total number
submitted 2007-2016
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B Number of SARs percentage forwarded

The proportion of SARs forwarded to the prosecution au-
thorities fell again —albeit only slightly —and was 1.5% low-
erthan in 20153.1n 2016, 71.3% of SARs were forwarded
to the prosecution authorities. The average proportion of
SARs forwarded in the last 10 years is 79.5%. However, it
should be noted that 487 SARs had not yet been analysed
atthe end of 2016.

There are various reasons for the falling proportion of for-
warded SARs. Firstly, MROS has more human resources.
Secondly, the partial revision of the Anti-Money Laundering
Act, which entered into force at the end of 2013, grants
MROS more powers for gathering information. Thirdly,
MROS is not bound to any deadlines for analysing SARs
submitted under Article 305 paragraph 2 SCC and is
therefore able to analyse each case in more detail. These
three factors—more personnel, more authority to gatherin-
formation, and no deadline for voluntary SARs — mean that
MROS has the capacity to analyse SARs in greater detail and
set aside cases that are unsubstantial or cannot be proven
with a reasonable amount of effort. As a result, fewer SARs
are forwarded to the prosecution authorities for further
action. MROS retains the information in its database, how-
ever, and may still forward the case to prosecution author-
ities at a later date if new factors arousing suspicion arise.
The same applies if MROS, due to time pressure from legal
deadlines, decides not to forward the case to prosecution
authorities before its counterparts abroad have responded
to its request for mutual assistance. Thus, the falling pro-

3 Inthe 2015 Annual Report, the proportion of forwarded SARs was gi-
ven as 70.8%. However, current figures show that it was in fact 72.8%.
The reason for this is that a case can be forwarded to the prosecution
authorities any time later if new findings justify doing so.
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R | ) s sl sl o o o s o o
warded/ Financial inter-

mediary category in % 2007 | 2008 Total
Bank 92.1%| 87.4%| 90.7%| 90.6%| 93.0%| 88.7%| 81.5%| 75.9%| 75.2%| 73.1%| 81.5%
Supervisory authority 100.0% 100.0% 100.0%
Casino 66.7%| 100.0%| 80.0%| 50.0%| 50.0%| 16.7%| 12.5%| 55.6%| 100.0%| 46.2%| 48.4%
Foreign exchange trader 100.0%| 83.3%| 57.1% 40.0% 50.0%| 68.0%
Securities trader 100.0%| 80.0%| 50.0%| 25.0% 100.0%| 100.0%| 40.0% 0.0%| 100.0%| 54.8%
Currency exchange 100.0%| 100.0%| 100.0% 33.3% 0.0% 57.1%
Loan, leasing, factoring and

non-recourse financing 50.0%| 100.0%| 90.9%/| 100.0%| 100.0% 0.0%| 50.0% 0.0%| 28.5%| 37.5%| 57.8%
Credit card company 100.0% | 100.0%| 100.0%| 66.7%| 100.0%| 95.5%| 64.3%| 100.0%| 92.3%| 94.4%| 89.9%
Attorney 85.7%| 80.0%| 100.0%| 69.2%| 93.5%| 75.0%| 55.6%| 60.0%| 50.0%| 80.0%| 78.9%
Commaodity and precious

metal trader 100.0%| 0.0% 0.0%| 100.0%| 33.3%| 70.0%)| 100.0%| 33.3%| 0.0%| 57.6%
SRO 100.0% 100.0% 100.0% 100.0% 100.0%
Fiduciary 82.6%| 91.9%| 86.1%| 79.3%| 85.5%| 72.3%| 79.7%| 77.6%| 43.8%| 51.2%| 76.2%
Asset manager 75.0%| 52.6%| 83.3%| 77.5%| 92.6%| 85.7%| 86.5%| 80.0%| 88.9%| 78.3%| 82.1%
Insurance 61.5%| 86.7%| 66.7%| 44.4%| 63.6%| 77.8%| 78.9%| 72.7%| 33.3%| 86.0%| 75.3%
Distributor of

investment funds 0.0% 100.0% 50.0%
Money transmitter 51.9%| 60.5%| 84.5%| 81.5%| 86.3%| 81.0%| 51.4%| 51.4%| 54.4%| 31.5%| 70.2%
Other FI 100.0% 0.0%| 25.0%| 100.0%| 100.0%| 100.0% 0.0%| 60.0%| 50.0%| 57.7%
Total 79.1%| 80.8%| 89.0%| 86.5%| 90.5%| 85.7%| 79.5%| 74.0%| 72.8%| 71.3%| 79.5%

portion of forwarded SARs in no way reflects a declinein the
quality of the reports from financial intermediaries, which
continues to be high.

Under the new system for submitting SARs, which came
into force on 1 January 2016, MROS is no longer subject
to very short deadlines for analysing SARs submitted under
Article 9 AMLA, but now has 20 working days to complete
its analysis.

2.2.5 SARsinvolving substantial levels of assets
The record number of SARs in 2016 impacted on overall
assetvalue, which amounted to more than CHF 5.32 billion.

The 15 SARs involving substantial levels of assets were
triggered by various reasons. As in the previous year, cor-
ruption, embezzlement, money laundering or fraud was
the suspected predicate offence named by financial inter-
mediaries. Most of the SARs were submitted to MROS fol-
lowing media reports (6 SARs). Other SARs were triggered
by third-party information or information from prosecution
authorities, or from monitoring transactions. Of the 15
SARs, 10 were submitted under voluntary reporting and 5
under mandatory reporting. Furthermore, all 15 SARs came
from the banking sector.

This was 10% higher than in the record year of 2015 (CHF Number of SARs involving substantial assets

4.82 billion). Thisincrease can be explained by looking more 2015/2016

closely at reporting volume and at SARs involving substan- 350

tial levels of assets. 326370

In 2016, reporting volume increased by 23%. The rounded 300 EAF

average of substantial assets involved in a SAR, although

slightly lower, is comparable to the previous year (2016: 250

CHF 1.8 million / 2015: CHF 2 million). One SAR in 2016 200

generated assets worth more than CHF 200 million, as op-

posed to 2015 when no SAR generated over this amount. 150

Moreover, 14 SARs generated more than CHF 75 million (in 100

2015, 12 SARs involved more than this amount). The assets

generated by these 15 SARs amounted to CHF 1.8 billion, 50 = .

more than one-third of total asset value. In contrast, in 1214

2015 12 SARs amounted to approximately CHF 1.3 billion, O ver  over  over | over :,er ‘ Oov;r

or just over one-quarter of total asset value. 0.1 Mio. 1 Mio. 10 Mio. 25 Mio. 75 Mio. 200 Mio.
, ) CHF CHF CHF CHF CHF CHF

Seven of the 15 SARs with substantial asset value were for-

warded to the prosecution authorities. W 2015 2016
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The SARs submitted in connection with the largest case clus-
terin 2016 generated assets of more than CHF 440 million.
Approximately one-quarter of total asset value in 2016
came from mandatory SARs and around three-quarters
came from voluntary SARs. In 2015, the proportion was
two-thirds voluntary reporting and one-third mandatory re-
porting. Both types of reporting require the same amount
of time and investigation.

2.2.6 Decisions by the prosecution

authorities and courts
The diagram below shows what decisions were taken by
prosecution authorities on the SARs they received (e.g. sus-
pension, dismissal, temporary suspension) and the num-
ber of convictions in 2016. The right-hand diagram below
shows what the convictions were for.
In 2016, 766 decisions were taken on pending SARs. Four-
teen percent were convictions (which have become final).
In nearly 50% of the cases proceedings were dismissed.
It should be pointed out that the Swiss legal system and
criminal procedure are not geared solely to convicting sus-
pects. Since Switzerland’s financial market is oriented to
an international clientele, criminal proceedings frequently
contain an international component, which means that
quite often criminal proceedings are conducted onthe same
subject in another country and lead to a verdict. Where this
happens, the foreign authorities dealing with the case are
assisted by the Swiss authorities through mutual assistance,
and proceedings in Switzerland are suspended under the
ne bis in idem principle (i.e. a man shall not be tried twice
for the same crime). Similarly, Swiss prosecution authori-
ties can request information on a case abroad by means of

mutual assistance. Unfortunately, the chances of obtaining
information from abroad are not the same for each country.
Moreover, in the past, proceedings tended to be suspended
more often because the network of global FIUs was limited
and their powers regarding mutual assistance were more
restricted than today, which made it more difficult to obtain
hard evidence on predicate offences committed abroad.
Moreover, our statistics show that nearly 46% of forward-
ed SARs between 2007 and 2016 are still the subject of
pending criminal proceedings. It should however be noted
that prosecution authorities do not consistently report to
MROS as is their duty under Article 29a AMLA (see also
Chapter 2.5.12).

2.2.7 Phishing and money mules

In2016, MROS received 254 SARs in connection with stolen
computer data or, in other words, the predicate offence
of fraudulent misuse of a computer according to Article
147 SCC (2015: 142 SARs). The 2016 figure represents a
record high, the highest level previously being in 2015 (142
SARs). Most of the cases involving this type of fraud display
a similar pattern:

The person suspected of being a financial agent, i.e.a mon-
ey mule, responds to an advertisement or is contacted by a
third person and is asked to make their bank account avail-
able for the transfer of money — often a four-digit amount —
without knowing anything of its origin. The money, howev-
er, has usually been obtained by unlawful means, for exam-
ple by hacking a person’s account. Once the money is paid
into the financial agent’s account, he is asked to withdraw
the sum in cash and forward it either by post or through a
money transmitter to a person abroad who is not person-

Decisions 2016

766 decisions

278 (36 %)

108 (14 %)

359 (47 %)

W dismissal

M suspension

W suspension temporarily B judgements

108 judgements

22 (20 %)

20 (19 %)

3(3%)

B money laundering
money laundering +
predicate offence

predicate offence only
acquittal
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ally known to him. In return, the financial agent receives a
commission. By receiving and passing on the money, the
agent s liable to prosecution for money laundering, even if
he is not aware that the money has been gained by unlawful
means. If the court finds that the financial agent should
have reckoned with the money being the proceeds of a
crime, it affirms an account of dolus eventualis (conditional
intent).

Of the 254 SARs submitted to MROS in 2016, 244 SARs
were forwarded to the prosecution authorities. During the
period under review, a verdict was reached in 31 of the 244
cases. 73 cases are still pending. A further 40 cases were
suspended, dismissed or temporarily suspended.

The diagram shows the proportion of forwarded cases and
the number of corresponding convictions. Out of the 833
SARs received since 2007 in connection with this offence,
795 SARs (96%) were forwarded to the prosecution au-
thorities. To date, 180 verdicts (nearly 23%) have been
reached on the SARs forwarded. This proportion may still
rise, since 306 cases are still pending, 173 of which were
forwarded to the prosecution authorities in 2016.

2.2.8 Article 11a Anti-Money Laundering Act

Since 1 November 2013, MROS has been authorised to
formally request information both from financial inter-
mediaries that have submitted a SAR (to obtain additional
details) as well as from financial intermediaries that have
not submitted a SAR but are mentioned in an existing one
(third-party financial intermediaries). On request by MROS,
third-party financial intermediaries are obliged to submit
all relevant information in their possession to the reporting
office. When analysing incoming SARs, MROS often finds

that transactions or business connections involve more
than one financial intermediary. However, MROS can only
request additional information from a third-party financial
intermediary if its analysis of the existing SAR shows that a
(Swiss) financial intermediary other than the one who has
already submitted a SAR is also involved in a transaction.
In other words, MROS can request additional information
only if it has received a SAR requiring in-depth analysis and
additional information from other financial intermediaries.
If there is evidence of wrongdoing from a source other than
a SAR, MROS is not permitted by law to obtain additional
information from a third-party financial intermediary.

In order to obtain this additional information, MROS uses
specially compiled forms based on Article 11a paragraph
1 or 2 AMLA. These forms indicate the list of documents
to be provided, and MROS selects those that are deemed
relevant to the case under analysis. The form requesting ad-
ditional information does not constitute adequate grounds
for suspicion. This is particularly the case if the original SAR
is triggered by the existence of a simple suspicion by virtue
of Article 305* paragraph 2 SCC, i.e. the right to report. In
addition, the reporting system established by the legislator
in 1998 was intended to avoid the automatic submission of
SARs. In order to submit a SAR to MROS, the financial inter-
mediary must have its own specific reasons justifying this
suspicion on the basis of elements at its disposal. Neverthe-
less, the financial intermediary cannot ignore the fact that
its client is the subject of an information request from Swit-
zerland’s Financial Intelligence Unit, MROS, and that this
information request arose in relation to a SAR submitted
by another financial intermediary. The third-party financial
intermediary is therefore required to carry out clarification

Phishing
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under Article 6 paragraph 1 AMLA to determine whether
it also has specific grounds for suspicion. If this is the case,
it will send a SAR to MROS (by virtue of either Art. 9 AMLA
or Art. 305% para. 2 SCC). If there are no specific grounds
for suspicion, the financial intermediary will merely provide
MROS with the information it has requested.

In 2016, MROS sent 273 requests for information by virtue
of Article 11a paragraph 2 AMLA. This is 95 more requests
thanin 2015.

The third-party financial intermediary can comply with
MROS’s request by enclosing additional documents as part
of a SAR if it has a well-founded suspicion. In 2016, MROS
received 42 SARs from third-party financial intermediaries
that were prompted to submit a report following a request
from MROS for additional information under Article 11a
paragraph 2 AMLA (2015: 28 SARs). Of these 42 SARs, 34
SARs were forwarded to the prosecution authorities (2015:
23 of 28 SARs).

The additional information provided by third-party finan-
cial intermediaries allows MROS to analyse a SAR in greater
detail and is often decisive for its decision on whether or
not to discontinue its analysis or forward the case to the
prosecution authorities. The information MROS received in
2016 under Article 11a paragraph 2 AMLA often allowed it
to shelve the case without taking any further action. Hence,
the new provision is a further reason for the fall in the pro-
portion of SARs forwarded to the prosecution authorities.

Information requests Art. 11a para. 2 AMLA
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2.3 Information exchange with foreign Financial
Intelligence Units (FIUs)
The diagrams in the following two chapters (2.3.1. and
2.3.2.)show the volume of information exchange between
MROS and its foreign counterparts.
MROS and its international counterparts, i.e. foreign FIUs,
may exchange information related to combating money
laundering and its predicate offences, and terrorist financ-
ing by means of mutual administrative assistance. The 40
FATF Recommendations (see Chapter 5.2.) govern informa-
tion exchange between agencies responsible forcombating
money laundering, associated predicate offences, and the
financing of terrorism. The basic idea of Recommendation
40 is to facilitate international co-operation, enabling the
competent authorities to exchange information with their
foreign counterparts rapidly and effectively. This includes,
in particular, mutual administrative assistance between
FIUs, which is specifically regulated in the Interpretive Note
to Recommendation 40.
2.3.1 Inquiries from foreign FIUs
What the chart represents
This chart shows which FIUs submitted inquiries to MROS. It
also indicates how many natural persons and legal entities
were mentioned in these inquiries.

Chart analysis

The number of natural persons and legal entities who were
the subject of inquiries from foreign FIUs increased signifi-
cantly again and reached a new record high.

The number of natural persons and legal entities who were
the subject of inquiries from foreign FIUs rose by 503, to a
total of 4,165. With the exception of 2014, the continuing
upward trend since 2007 in the number of inquiries from
foreign FIUs continued in 2016 at an enhanced rate. The
rise is due not only to the growing international entangle-
ment of financial flows, but also to increasing membership
of the Egmont Group.

MROS replied to 722 inquiries from 94 countries. This was
slightly fewer than in the previous year (2015: 811 inquiries
from 96 countries). In 2016, MROS received 230 instances
of ‘impromptu’ information from 40 countries (2015: 132
instances from 29 countries). ‘Impromptu’ information is
when a foreign FIU sends MROS information that requires
no reply. If added to the aforementioned 722 inquiries,
MROS was therefore approached 952 times by a foreign
FIU (2015: 943 times).

2016: 4165 natural persons / legal entities

M Various 2091
Argentina 403
Italy 379

W USA 379

B Liechtenstein 321

M Russia 181

¥ Germany 163

M France 127

M Netherlands 121

For comparison: 2007 to 2016

Number of natural persons/legal entities
mentioned in foreign FIU inquiries to MROS
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MROS was not able to reply to 10 inquiries from foreign
FIUs for formal reasons, usually because the cases did not
have a direct link to Switzerland. In 2015, this figure was
31 inquiries.

MROS responded to FIU inquiries within an average of 11
working days of receipt, as opposed to 8 days in 2015.
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2.3.2 MROS inquiries to foreign FIUs

Whenever a financial intermediary in Switzerland submits a
SAR mentioning a natural person or legal entity domiciled
outside of Switzerland, MROS may send an inquiry to the
appropriate foreign FIU to obtain information about that
person or entity. The information MROS receives from for-
eign FIUs is extremely important because many incoming
SARs have an international connection.

What the chart represents

This chart shows the foreign FIUs to which MROS sent in-
quiries to obtain information about natural persons and le-
gal entities. The chart also indicates the number of natural
persons and legal entities mentioned in these inquiries.

Chart analysis

The number of natural person and legal entities who were
the subject of MROS inquiries to foreign FIUs rose signifi-
cantly and reached a record high.

In the 2016 reporting year, MROS sent 758 inquiries on
1,806 natural persons and 1,712 legal entities (3,518 nat-
ural persons and legal entities in total) to 102 foreign FIUs.
In 2015, this figure was 583 inquiries on 1,207 natural per-
sonsand 952 legal entities (2,159 natural persons and legal
entities in total) to 96 foreign FIUs.

In addition to the aforementioned 758 inquiries, MROS also
sent 146 instances of ‘impromptu’ information to 46 coun-
tries. Like therise in overall reporting volume in general, the
number of MROS inquiries to foreign FIUs also increased,
which indicates that SARs are becoming increasingly com-
plex. There was also a rise in the number of FIlUs MROS
contacted for information, from 96in 2015to 102 in 2016.
The foreign FIUs took an average of approximately 27 work-
ing days to reply to each request (2015: 21 working days).

MROS’s key partners in this respect were the FIUs in Germa-
ny, Great Britain, Italy and the U.S.A.

An average of 293 natural persons or legal entities each
month were the subject of its inquiries to foreign FIUs
(2015: 180).

2016: 3518 natural persons / legal entities

M Various 2000
Germany 331
Great Britain 236

W USA 214

M italy 208

B France 146

¥ Russia 136

B Liechtenstein 125

M Cyprus 122
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2.4 The search for terrorist funds

The analysis of SARs from financial intermediaries by the
Money Laundering Reporting Office MROS does not only
serve the fight against money laundering but also the fight
against the financing of terrorism. In 2016, MROS received
25 SARsinvolving the suspected financing of terrorism. This
is a decrease of 13 SARs over 2015. However, this cannot be
considered as a decreasing trend considering the big fluctu-
ations over the years. In general, a clear global increase of
SARs has indeed been recorded these past years. If we look
at the figures for 2015, a record year with 38 SARs, we see
that the 38 SARs submitted concerned 19 individual cases.
In 2016, however, 23 of the 25 SARs submitted concerned
individual cases.

The amount of assets involved was CHF 180 million, nearly
CHF 150 million higher than in 2015. This sum is low, how-
ever, when compared to the asset value of SARs involving
money laundering. Nevertheless, it represents an average
sum of CHF 7.2 million for each SAR relating to the suspect-
ed financing of terrorism.

Five of the SARs submitted to MROS in 2016 revealed a
connection to the OFAC (Office of Foreign Assets Control)
List, issued by the export control authority of the U.S. De-
partment of the Treasury. This authority has a number of
lists, some containing information on suspected terrorist
activities and naming the corresponding natural persons
or legal entities.

One SAR concerned a person on the Taliban list. This list
is based on Resolution 1267 of the U.N. Security Council
from 1999. The Resolution has been modified on sever-
al occasions over the years. The sanctions it contains now
are no longer directed against the Taliban as a group, but
against specific natural persons and legal entities that have
connections to Usama bin Laden, Al-Qaeda or the Taliban.
As a U.N. member state, Switzerland is under an obliga-
tion to apply these sanctions. Considering the international
component of this offence, the sharing of information with
counterparts abroad is of crucial importance.

Financial intermediary category
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Seven SARs concerned the suspected financing of jihadist
motivated terrorism.

The SARs were submitted mainly based on information
the financial intermediary had obtained from newspaper
reports (9 SARs). Information from third persons, which in-
cludes the compliance databases of private providers which
are used by financial intermediaries to match clients, was a
further trigger, as was the monitoring of transactions by the
financial intermediary (5 SARs each).

Of the 25 SARs, 19 SARs were submitted by the banking
sector. The remaining 6 SARs were submitted by payment
services providers (money transmitters).

Of the 25 SARs, 7 SARs were forwarded to the prosecu-
tion authorities, of which five were dismissed and two are
pending.

SARs involving the financing of terrorism are important not
just on forwarding them to the prosecution authorities or
on opening criminal proceedings. Even if some SARs are
not forwarded to the prosecution authorities, the infor-
mation they contain is important (not least in the field of
prevention) and this information is made available to the
appropriate agencies in Switzerland and abroad within a
useful timeframe even though this appears nowhere in the
statistics.

Year

Number of SARs

Status of forwarded SARs in connection with the
financing of terrorism

Dismissal 31
Pending 52
Suspension 12
Temporary suspension 5
Conviction 1
Total 101

Factors arousing

suspicion Asset value

-
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n 7
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b < < * 8
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o o | 2| 8| = = °
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2007 795 6 3/108% | 1 0| 3 2 232 815.04 0,03 %
2008 851 9 7111% | 0 1 0 8 | 1058008.40 0,06 %
2009 896 7 4108% | O 1 1 5 9458.84 0,00 %
2010 1159 13 10[1,1% | 0 1 0 12 | 23098 233.85 2,73 %
2011 1625 10 9106% | 0| 0 1 9 151592.84 0,00 %
2012 1585 15 14 109% | 0| 0| O 15 | 7468722.50 0,24 %
2013 1411 33 28 | 23% 1 0| 0 32 449771.68 0,02 %
2014 1753 9 3/05% | 0 1 0 8 | 1071512.67 0,03 %
2015 2 367 38 16 [16% | 012 | O 26 | 32176 245.05 0,67 %
2016 2909 25 7109% | 0| 5 1 19 180754 864.34 3,40 %
Total 15351 165 101 [ 1,1% | 2 |21 | 6 | 136 |246471225.21 0,9 %

*  http://www.finma.ch/archiv/gwg/d/dokumentationen/gesetze_und_regulierung/sanktionen/index.php

**  http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx

**% https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrol-
len-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen/massnahmen-gegenueber-personen-und-organisationen-mit-verbindung.html


https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen/massnahmen-gegenueber-personen-und-organisationen-mit-verbindung.html
https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen/massnahmen-gegenueber-personen-und-organisationen-mit-verbindung.html

19™ ANNUAL REPORT 2016: MONEY LAUNDERING REPORTING OFFICE SWITZERLAND MROS

2.5 Detailed statistics

2.5.1 Home canton of reporting financial
intermediary

What the chart represents

This chart shows the cantons where the reporting finan-
cial intermediaries who filed SARs are based. Compare this
chart with the Prosecution authorities chart (chart 2.5.11),
which indicates the cantons where the prosecution author-
ities receiving SARs are based.

Chart analysis
Approximately 90% of all SARs came from five cantons
with a highly-developed financial services sector.

The majority of SARs in 2016 came either from cantons
with a highly-developed financial services sector such as
Zurich, Geneva and Ticino, or with centralised regional or
national compliance centres such as Bern and St. Gallen.
Approximately 90% of overall reporting volume (i.e. 2,909
SARs) came from financial intermediaries from these five
cantons, whereby most of them came from the canton
of Zurich, where the number of SARs rose from 1,120 in
201510 1,185in 2016. The number of SARs from financial
intermediaries in Geneva also rose, from 563 in 2015 to
713 in 2016. Reporting volume from the canton of Ticino
increased considerably too, from 187 SARs in 2015 to 261
SARs in 2016. There was also a marked increase in SARs
from the cantons of Bern and St. Gallen. And reporting
volume from the canton of Vaud actually rose threefold,
from 17 SARs in 2015 to 53 SARs in 2016.

MROS did not receive any SAR from financial intermediaries
in the cantons of Appenzell Ausser Rhoden, Obwalden or
Uri. This may be due, in part, to the centralisation of com-
pliance centres (see chapter 2.5.2).

Legend
AG | Aargau NW | Nidwalden
Al | Appenzell Inner Rhoden OW | Obwalden
AR | Appenzell Ausser Rhoden SG St. Gallen
BE | Bern SH Schaffhausen
BL | Basel-Landschaft SO Solothurn
BS | Basel-Stadt Sz Schwyz
FR | Fribourg TG Thurgau
GE | Geneva TI Ticino
GL | Glarus UR Uri
GR | Graubinden VD Vaud
JU | Jura 'S Valais
LU | Lucerne ZG Zug
NE | Neuchatel ZH Zurich
2016
M ZH 1185
GE 713
TI 261
M BE 235
W sSG 217
HBS 61
VD 53
M BL 49
W other 135
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For comparison: 2007 to 2016

(Camon | 2007|2008 | 2000 | 2010 | aur1 | 2012 | 2072 | aora | 2015 | 2016 | Tora
ZH 286 295 793 720 530 703

310 426 1120 1185 6368
GE 180 168 181 182 350 239 274 345 563 713 3195
BE 115 96 123 158 156 203 199 201 175 235 1661
Tl 77 96 97 237 146 200 177 182 187 261 1660
SG 27 110 99 61 78 87 104 189 171 217 1143
BS 36 49 36 28 29 49 48 77 49 61 462
VD 18 1M 9 14 13 14 12 12 17 53 173
G 31 7 6 20 28 15 13 14 21 163
BL 1 1 2 3 1 2 1 21 49 81
GR 4 7 5 11 10 5 1" 12 68
NE 7 6 7 12 4 4 6 5 9 8 68
FR 1 2 8 12 4 17 4 57
AG 1 3 6 3 7 1 6 5 5 18 55
LU 5 1 5 7 5 7 6 2 2 8 48
G 1 1 2 3 2 32 41
SZ 2 1 3 7 5 2 1 5 26
VS 1 4 1 1 9 16
SO 1 1 1 1 2 3 1 4 14
SH 1 2 1 1 1 1 1 5 13
NW 1 2 3 1 1 3 1
Al 1 1 3 2 3 10
JU 1 1 1 2 1 2 8
ow 1 1 2 1 5
GL 1 1 1 3
AR 1 1 2
Total 795 851 896 1159 1625 1585 1411 1753 2367 2909 15351
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2.5.2 Location of suspicious business connection

What the chart represents

The chart shows the cantons where the reporting financial
intermediary managed accounts or business connections
mentioned in an incoming SAR. This chart is intended to
complement the previous chart 2.5.1 Home canton of re-
porting financial intermediary.

Chart analysis

The headquarters of the reporting financial intermediary
is not a clear indication of the location of the account or
business connection at the time the SAR was submitted to
MROS.

Major banks and payment services providers in particular
have established regional competence centres which cen-
tralize and submit SARs to MROS. However, these SARs do
not always concern the home canton of the reporting fi-
nancial intermediary. This can lead to a distorted picture of
the geographical distribution of money laundering cases in
Switzerland. Moreover, a direct comparison with the sta-
tistics on the prosecution authorities involved (see chapter
2.5.11) is not possible. This is partly because MROS does
not forward all incoming SARs to the prosecution author-
ities, and partly because under Article 24 of the Criminal
Procedure Code*jurisdiction for criminal justice is no longer
connected to the location of the account or business con-
nection alone. Thisis proven by the previous statistics on the
home canton of reporting financial intermediary (chapter
2.5.1). Whereas in 2016 approximately 78% of SARs came
from financial intermediaries with headquarters in the can-
tons of Basel-Stadt, Geneva, Ticino, Vaud and Zurich, only
79% of the reported business connections were carried out
in these cantons.

4 Criminal Procedure Code of 5 October 2007 (CrimPC; SR 312.0)

26%

Legend
AG | Aargau NW | Nidwalden
Al Appenzell Inner Rhoden OW | Obwalden
AR | Appenzell Ausser Rhoden SG St. Gallen
BE Bern SH Schaffhausen
BL Basel-Landschaft SO Solothurn
BS Basel-Stadt Sz Schwyz
FR Fribourg TG Thurgau
GE Geneva TI Ticino
GL Glarus UR Uri
GR Graublnden VD Vaud
JU Jura VS Valais
LU Lucerne G Zug
NE Neuchatel ZH Zurich
2016

M ZH 953
GE 757
T1 355

MBS 119

B VD 103

M BE 9%
other 526
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For comparison: 2007 to 2016

ZH 207

2008|2009 | 2010 ] 2011 | 2012] 2013 | 2014 ] 2015 | 2016 |
483 559 430 520 899 953

215 243 318 4827
GE 186 197 182 200 411 349 361 452 637 757 3732
Tl 109 128 167 295 231 294 256 312 305 355 2452
BE 41 30 59 52 64 58 27 101 55 96 583
VD 26 32 17 27 78 36 61 57 99 103 536
BS 43 27 26 54 61 64 51 38 48 119 531
SG 28 23 27 23 85 50 32 62 53 92 475
G 40 19 10 22 28 22 27 30 50 43 291
LU 19 47 18 39 22 26 24 30 24 38 287
AG 8 16 19 13 47 15 25 29 30 60 262
FR 16 19 41 24 24 22 12 23 18 208
BL 7 23 21 24 14 8 13 34 51 203
TG 7 7 18 3 5 10 9 23 17 61 160
GR 5 5 5 9 16 19 15 19 32 22 147
VS 10 6 3 10 11 11 16 19 14 40 140
SO 6 20 12 13 7 20 15 10 22 134
NE 12 10 8 13 6 10 13 16 18 20 126
SZ 6 4 4 9 3 10 2 6 20 69
SH 3 1 2 1 6 6 4 4 4 14 45
GL 9 6 6 6 6 1 1 1 3 39
JU 1 5 2 3 2 3 3 1 2 8 30
NW 3 2 6 4 3 2 3 23
oW 1 6 2 2 1 1 1 2 1 17
Al 4 1 3 1 3 14
AR 1 1 1 1 4 1
UR 1 2 1 1 1 3 9
Total 795 851 896 1159 1625 1585 1411 1753 2367 2909 15351
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2.5.3 Type of financial intermediary according
to category

What the chart represents
This chart shows the various types of financial intermediary
that submitted SARs to MROS.

Chart analysis

- 86% or 2,502 SARs were submitted by the banking sec-
tor.

— The number of SARs from the other sectors rose by 96%,
from 208 in 2015 to 407 in 2016.

— Reporting volume from fiduciaries and attorneys fell, but
rose from payment services providers, asset managers,
insurance companies and casinos.

- Reporting volume from payment services providers in-
creased more than twofold (see chapter 2.2.1).

For comparison 2007 to 2016

2016

M Bank 2502

Money transmitter
129

Insurance 89
M Asset manager 64
M Fiduciary 45
M Other 80

e e T T S

Bank 573| 603| 822| 1080| 1050| 1123 | 1495| 2159| 2502 | 11899
Money transmitter 231 185 168 184| 379| 363 74 107 58 129| 1878
Fiduciary 23 37 36 58 62 65 69 49 48 45 492
Asset manager 8 19 30 40 27 49 74 40 45 64 396
Insurance 13 15 9 11 9 19 11 12 89 197
Attorney 7 10 11 13 31 12 9 10 6 5 114
Credit card 2 2 10 10 22 14 9 13 21 112
Casino 3 1 5 8 6 6 8 9 3 14 63
Loan, leasing and factoring business 4 1 11 1 5 1 4 3 7 10 a7
Other FI 2 1 4 2 4 1 3 5 21 43
Commaodity and precious metal trader 5 1 1 1 3 10 3 6 3 33
Securities trader 2 5 2 4 1 1 10 3 3 31
Foreign exchange trader 5 7 5 3 26
SRO 1 4 1 2 0 8
Currency exchange 1 1 1 3 1 7
Supervisory authority 1 2 3
Distributor of investment funds 1 1 2
Total 795| 851 896 | 1159 | 1625| 1585| 1411 | 1753 | 2367 | 2909 | 15351
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2.5.4 SARs from the banking sector

What the chart represents
This chart shows the types of banks that submitted SARs
to MROS.

Chart analysis

— The number of SARs from the banking sector remains
very high and rose, once again, by 343 SARs over the
previous reporting period.

— SARs from the banking sector made up 86% of total re-
porting volume compared to 91% in 2015.

— SARs from major banks and foreign-controlled banks
continue to dominate the statistics, together making up
over 50% of total reporting volume from the banking
sector.

MROS received 2,502 SARs from the banking sector. This is
a new record level in the last ten years. However, in relative
terms, SARs from this sector fell, from 91 % of total report-
ing volume in 2015 to 86% in 2016. The reason for this
proportional decline is the increase in SARs from the other
categories of financial intermediaries.

For comparison: 2007 to 2016

SARs from Proportion of

Total num- the banking SARs from the

Year | berof SARs sector banking sector
2007 795 492 62 %
008 851 573 67 %
2009 896 603 67 %
2010 1159 822 71 %
2011 1625 1080 66 %
2012 1585 1050 66 %
2013 1411 1123 80 %
2014 1753 1495 85 %
2015 2367 2159 91 %
2016 2909 2502 86 %

There was an increase in SARs from major banks, for-
eign-controlled banks, cantonal banks, and other manage-
ment banks. The number of SARs from all these categories
reached a ten-year record high in 2016. There was a fall in
reporting volume from the branches of foreign banks only.
The category Bank with a special business circle was the
only category that did not submita SARin 2016, asin 2015.

2016

B Major bank 779

2%1%

Foreign-controlled
bank 660

Other bank 323

B Asset management
bank 308

M Cantonal bank 190
M Raiffeisen bank 154
[ Private bank 57

M Regional and
savings bank 29

M Branch of foreign
bank 2

(peotbanc | 2007 2u0s| 2000 2010 aort | 2o12) 2012 a0ta| 2015|2015 Tou

Major bank 213 196 167| 214| 310| 308| 324| 474| 763 779 | 3748
Foreign-controlled bank 120 134 188 | 290| 389| 348| 240| 383 575| 660| 3327
Asset-management bank 69 55 72 55 156 127 114 159 303 308 | 1418
Other bank 15 16 14 99 27 42 230 214| 212 323| 1192
Raiffeisen bank 19 107 93 49 60 64 79 134 125 154 884
Cantonal bank 41 47 46 79 75 80 72 75 125 190 830
Private bank 8 5 8 7 26 60 52 39 38 57| 300
Regional and savings bank 3 5 10 25 15 19 6 14 11 29 137
Branch of foreign bank 4 8 5 4 21 2 5 3 7 2 61
Bank with special business circle 1 1 2
Total 492| 573| 603| 822| 1080| 1050 | 1123| 1495| 2159 | 2502 | 11899
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2.5.5 Factors arousing suspicion

What the chart represents

This chart shows what sources triggered financial interme-
diaries’ suspicions and prompted them to submit SARs to
MROS.

Chart analysis

— 74% of SARs were triggered by external indications and
information (2015: 77%).

— “Transaction monitoring” was the factor arousing suspi-
cion in 9% of SARs.

— "MRQOS information” triggered a total of 42 SARs, or in
nearly 1.5% of all cases.

As in the previous year, the category media reports headed
the statistics in 2016. With nearly 34%, as in 2015, this
category triggered the most SARs. The category informa-
tion from third parties triggered 26% of SARs. The pro-
portion of SARs triggered by information from prosecution
authorities, which was based either on disclosure orders,
confiscation orders or other types of information from the
authorities, fell from 18% in 2015 to 14% in 2016. Thus,
these categories, which are considered external indications
and information, continue to play a significant part in the
reporting practices of financial intermediaries: togeth-
er, they triggered 74% of total reporting volume in 2016
(2015:77%).

The category transaction monitoring triggered 9% of re-
porting volume (262 SARs) in 2016. Also, the impact of the
category MROS information (Art. 11a para. 2 AMLA), in ef-
fect for the third time in 2016 for the whole twelve months,
is evident and culminated in 42 SARs in 2016 (2015: 28
SARs). Information from MROS under this provision can
trigger a SAR by the financial intermediary, depending on
the individual case (see chapter 2.2.8).

Legend

Unclear economic
background

The economic background of a transaction
is either unclear or cannot be satisfactorily
explained by the customer.

Information from
prosecution
authorities (PA)

Prosecution authorities initiate procee-
dings against an individual connected with
the financial intermediary’s client.

Media report

The financial intermediary finds out from
media reports that one of the people invol-
ved in a financial transaction is connected
with illegal activities. This category includes
information from financial intermediaries
contained in the compliance databases of
external providers who have compiled the
information from analysing media reports.

Third-party informa-
tion / Information
from within a
business

Financial intermediaries receive informa-
tion from outside sources or from within
a business about clients who could pose
problems.

Transaction
monitoring

Thefinancialintermediary becomes suspici-
ous of unusual transactions by monitoring
the financial flows in its client’s account.

Cash transaction

The financial intermediary becomes suspi-
cious of unusual cash transactions.

Other

Included in this category are topics which
were listed separately in previous MROS
statistics such as cheque transaction, for-
gery, high-risk countries, currency exch-
ange, securities, smurfing, life insurance,
non-cash cashier transactions, fiduciary
transactions, loan transactions, precious
metals and various.

2016

3%

M Media report 975

Third-party
information 766

PA information 418

M Transaction
monitoring 262

M Cash transaction 134

B Information from
within a business 93

Various 261
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For comparison: 2007 to 2016

Source 2007 | 2008 2009| 2010| 2011| 2012| 2013| 2014 2015| 2016| Total
Media report 209 192 219| 378| 483| 455 457 497 815 975| 4680
Third-party information 131 218 267 257 391 414 367 515 578 766| 3904
PA information 64 128 94 186 218 203 196 213 420 418 2140
Cash transaction 166| 103 70 67| 172 178 106 84 82 134| 1162
Economic background unclear 71 108 80 147 145 152 124 125 73 92 1117
Transaction monitoring 5 101 168 262 536
Information from within a business 7 23 36 24 26 25 50 34 34 93 352
Transitory account 90 13 29 16 16 33 23 22 23 25 290
Forgery (documents/money) 10 18 44 22 34 29 18 29 5 10 219
Various 5 8 9 14 31 10 28 27 9 144
Opening of account 21 13 13 5 13 5 5 16 25 125
Currency exchange 11 9 23 14 16 10 13 6 3 114
High-risk country 1 2 3 81 1 3 10 2 5 110
Audit / supervisory board 1 10 2 2 19 48 20 102
MROS informtion (Art. 11a para. 2

AMLA) 2 24 28 42 926
Cheque transaction 4 1 7 4 20 18 11 9 9 11 94
Securities 3 13 12 4 2 4 1M 14 19 9 91
Loan transaction 1 4 1 1 6 5 4 2 8 32
Smurfing 1 1 3 3 15
Precious metals 1 1 1 1 3 2 3 1 13
Life insurance 1 1 4 1 7
Non-cash cashier transactions 1 1 1 2 5
Trust activity 1 2 3
Total 795| 851| 896| 1159| 1625 1585| 1411| 1753| 2367 | 2909 | 15351
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2.5.6 Suspected predicate offences

What the chart represents

This chart shows the predicate offences that were suspect-
ed in the SARs that MROS forwarded to prosecution au-
thorities.

It should be noted that MROS's legal assessment of the sus-
pected predicate offence is based solely on the financial
intermediary’s assumption as well as on MROS’s own as-
sessment of the facts. When a SAR is forwarded to a pros-
ecuting authority, it is bound neither to the findings of the
financial intermediary nor to MROS’s legal assessment.
The not classifiable category includes cases where a variety
of possible predicate offences are suspected.

Chart analysis

— Proportion of SARs with “fraud” overtook “bribery” as
the suspected predicate offence and heads the statistics
once again, with the number of SARs in absolute terms
rising from 445 in 2015 to 746 in 2016.

— "Bribery” is in second place with 646 SARs, or 22% of
reporting volume.

— Proportion of SARs involving the predicate offence of
“fraudulent misuse of a computer” increased by 112
SARs over the previous year.

— “Money laundering” is in fourth place, with 230 SARs
(2015: 167 SARs).

— New record volume of SARs involving the predicate of-
fence “embezzlement”, with 200 SARs.

— The proportion of SARs with “criminal mismanagement”
as suspected predicate offence fell by 90 SARs and made
up only 4% of total reporting volume.

— The new predicate offences since May 2013 “price ma-
nipulation” and “insider trading” together made up 28
SARs (2015: 71 SARs).

— "Aggravated tax misdemeanour”, the new predicate of-
fence to money laundering since January 2016, resulted
in 34 SARs in 2016.

From 2007 to 2014, fraud was the most frequently suspect-
ed predicate offence. This changed in 2015, however. With
one-quarter of total reporting volume (594 SARs), bribery
overtook fraud in the statistics as most frequently suspect-
ed predicate offence. Nearly one-half of these SARs were
connected to one single case cluster that generated 276
SARs, 268 SARs of which cited bribery as the suspected
predicate offence. In 2016, however, fraud replaced bribery
as most frequently suspected predicate offence and is back
at the top of the statistics. With 746 SARs, fraud made up
over one-quarter of total reporting volume (26%) in 2016.
As opposed to 2015, 68% more SARs citing fraud as pred-
icate offence were submitted in 2016. Of these 746 SARs,
623 came from the banking sector, 63% of which from

2016

M Fraud 746
Bribery 646

Fraudulent misuse
of a computer 254

M Money
laundering 230

M Embezzlement 200

H Dishonest business
management 131

Various 702

the categories major banks, foreign-controlled banks and
asset-management bank.

For the seventh consecutive year the category fraudulent
misuse of a computer, which mainly comprises cases in-
volving phishing, appears —retroactively for the years 2007,
2008 and 2009 - separately in the statistics. “Phishing” is
the term used to describe the act of unlawfully obtaining
an internet user’s access data to their bank accountin order
to steal that person’s assets (see chapter 2.2.7). In 2016,
MROS received 254 SARs (2015: 142 SARs) concerning this
category. This represents an increase of 79% and an abso-
lute record high. Since 2012, the number of SARs involving
phishing have increased sixfold. Of the total 254 SARs, 252
were submitted by the banking sector, 74 of which — the
largest share —from the category other banks. Hence phish-
ing is now in third place in the statistics, after fraud and
bribery.

The category money laundering involves occurrences that
neither MROS nor the financial intermediary concerned
can directly associate with a particular predicate offence.
In 2016, MROS received 230 SARs (2015: 167 SARs) con-
cerning this category.

There was a slight increase of 5 SARs in reporting volume
concerning embezzlement. With 200 SARs in 2016, this
category is the fifth most suspected predicate offence to
money laundering.

There was a marked decrease in the number of SARs from
the category criminal mismanagement, from 221 SARs in
2015t0 131 SARsin 2016. With 92 SARs, reporting volume
from the category criminal organisation also fell in 2016,
returning to its 2014 level of 94 SARs.

The two criminal offences insider trading and price manip-
ulation, which came into force in May 2013, were effective
for the third time in 2016 for a whole twelve months. In
2016, MROS received 14 SARs concerning insider trading
(2015: 26 SARs), and 14 SARs (2015: 45 SARs) relating to
price manipulation. With a total of 28 SARs, total report-
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ing volume from these two categories was lower (2015: 71
SARs). The new category aggravated tax misdemeanour, in
force since 1 January 2016, registered 34 SARs.

For comparison: 2007 to 2016

Predicate offence 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 Total
Fraud 247 295 307 450 497 479 374 448 445 746 4288
Bribery 101 81 65 60 158 167 172 357 594 646 2401
Money laundering 54 57 81 129 252 209 93 182 167 230 1454
Not classifiable 205 138 90 115 131 160 156 100 109 210 1414
Embezzlement 32 67 88 51 124 156 159 157 195 200 1229
Fraudulent misuse of a computer 18 33 22 49 51 39 121 104 142 254 833
Criminal organisation 20 48 83 42 101 98 104 94 120 92 802
Drugs 34 35 32 114 161 97 52 39 54 65 683
Dishonest business management 21 12 20 44 25 34 28 49 221 131 585
Document forgery 10 22 37 28 56 38 15 45 42 36 329
Other property offences 22 22 36 10 7 34 41 20 76 46 314
Theft 4 3 4 12 19 7 7 53 36 60 205
Terrorism 6 9 7 13 10 15 33 9 38 25 165
Price manipulation 1 29 45 14 89
Other offences 3 3 5 5 3 7 7 1 6 22 72
Human trafficking / sexual of-

fences 3 4 3 3 1 19 4 9 7 13 66
Fraud in respect of payments and

services Art. 14 para. 4 ACLA 5 7 3 5 4 12 7 22 65
Abuse of authority 4 2 19 2 24 12 63
Insider trading 6 12 26 14 58
Arms dealing 12 8 3 4 9 12 2 1 1 52
Blackmail 4 2 20 6 1 8 3 2 4 50
Aggravated tax offence Art.

305bis no 1bis SCC 34 34
Bankruptcy crime 5 25 30
Acts against life and limb 1 9 1 1 1 1 2 16
Counterfeit consumer goods 4 2 1 4 2 13
Robbery 1 1 2 1 1 1 1 3 1
Migrant smuggling 1 1 1 1 5 1 10
Product piracy 2 2 3 2 9
Counterfeit currency 4 1 2

Lack of due dilligence in

handling assets 1 2 1 4
Total 795 851 896 | 1159 | 1625 | 1585 (1411 [ 1753 | 2367 | 2909 | 15351
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2.5.7 Domicile of clients Legend

Remaining Andorra, Austria, Belgium, Spain, Liech-
Western Europe tenstein, Greece, Luxembourg, Malta, Mo-

What the chart represents naco, Gibraltar, Netherlands and Portugal

This chart shows the physical or corporate domicile of the

financial intermediary’s client at the time the SAR was sub-  Various Eastern Europe, North America, Asia,
mitted France, Germany, Scandinavia, Australia/

Oceania and Unknown

Chart analysis

Proportion of clients domiciled abroad fell behind those
domiciled in Switzerland again. In 2016, 1,401 SARs, or
48%, concerned clients domiciled in Switzerland (2015:
923 SARs or 39%,).

M Switzerland 1401

Central /
South America 428

Caribbean 313
M Middle East 130

H Remaining
W. Europe 124

M Great Britain 103

[ C.IS. and Ukraine 86
M Africa 59

M italy 54

¥ Various 211

For comparison: 2007 to 2016

Switzerland 517 1401 6733
Central / South America 58 71 68 87 175 161 149 204 437 428 1838
Caribbean 65 79 97 80 184 150 109 149 378 313 1604
Remaining W. Europe 50 62 46 8 | 107 | 119 | 106 | 112 | 124 | 124 938
Italy 48 46 103 85 95 113 106 78 79 54 807
Middle East 20 19 22 27 84 50 51 66 76 130 545
Great Britain 58 16 31 72 59 49 27 43 70 103 528
Germany 51 51 34 54 40 37 37 35 26 33 398
Africa 12 " 16 22 66 47 45 31 55 59 364
North America 20 23 23 48 38 36 32 27 24 45 316
C.1.S. and Ukraine 3 13 15 9 21 27 35 42 49 86 300
France 18 22 58 26 32 34 18 29 21 31 289
Asia 19 22 29 16 17 19 18 27 41 43 251
Eastern Europe 9 10 10 11 17 39 11 18 24 27 176
Australia/Oceania 7 13 17 5 17 21 14 15 32 26 167
Scandinavia 8 5 6 10 7 10 6 5 3 3 63
Unknown 1 3 1 2 6 12 1 5 3 34
Total 795 851 896 | 1159 | 1625 | 1585 | 1411 | 1753 | 2367 | 2909 | 15351
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2.5.8 Nationality of clients

What the chart represents

This chart shows the nationality of financial intermediaries’
clients. While it is possible for a natural person’s nationality
to differ from their domicile, no such distinction exists be-
tween the nationality and domicile of a legal entity.

Chart analysis

— Parallel to the absolute increase in SARs involving clients
domiciled abroad was a relative decrease in this category
(2015: 1,681 SARs or 71%, 2016: 1,984 SARs or 68%).

— SARs involving clients from Central and South America
were in second place again. The share of SARs involving
clients from this region fell from 19% in 2015 to 15%
in2016.

— SARs involving clients from the Caribbean were in third
place, with 11% of total reporting volume.

— The categories “Italy” and “Remaining Western Europe”
were in fourth and fifth place. These two categories to-
gether made up 12% of total reporting volume.

For comparison: 2007 to 2016

Legend

Remaining
Western Europe

Andorra, Austria, Belgium, Spain, Liech-
tenstein, Gibraltar, Greece, Luxembourg,
Malta, Monaco, Netherlands and Portugal

Various France, North America, Germany, Asia,
Great Britain, Scandinavia, Australia/Ocea-
nia and Unknown

2016

M Switzerland 925

Central /
South America 436

Caribbean 325
M italy 204
B Middle East 162

M Remaining
W. Europe 151

[ C.1S. and Ukraine 128
M Eastern Europe 118
I Africa 90

[ Various 370

Nationality of client 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 Total
Switzerland 261 | 271 196 | 257 | 320 405 403 575 686 925 4299
Central / South America 66 68 71 92 | 172 156 145 207 453 436 1866
Caribbean 67 77 93 83 177 150 112 144 378 325 1606
Italy 57 72 | 147 | 122 | 123 176 168 152 148 204 1369
Remaining W. Europe 47 67 63 97 103 128 127 149 139 151 1071
Africa 40 37 35 63 | 212 115 88 84 72 90 836
Germany 61 78 58 67 59 69 62 75 46 87 662
Middle East 22 21 31 38 | 102 64 47 62 93 162 642
Great Britain 56 11 33 73 82 52 31 46 69 77 530
Eastern Europe 24 25 27 36 62 70 34 47 56 118 499
Asia 29 23 23 | 103 45 30 51 41 44 70 459
C.1.S. and Ukraine 8 24 18 15 49 41 43 61 67 128 454
France 19 28 42 45 55 45 28 47 47 45 401
North America 23 24 29 48 37 39 46 37 25 53 361
Australia/Oceania 6 12 17 6 16 21 12 17 33 24 164
Scandinavia 9 10 11 12 10 13 13 8 8 11 105
Unknown 3 2 2 1 11 1 1 3 3 27
Total 795 | 851 | 896 | 1159 | 1625 | 1585 | 1411 | 1753 | 2367 | 2909 | 15351
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2.5.9 Domicile of beneficial owners

What the chart represents

This chart shows the domicile of the natural persons or legal
entities that were identified as beneficial owners of assets at
the time the SARs were submitted to MROS.

Chart analysis

— Proportion of Swiss-based beneficial owners rose to 48%
(2015: 38%).

— Proportion of beneficial owners domiciled in Central
and South America was in second place again with 16%
(2015: 23%).

— Restof Europe (Italy, France, Remaining Western Europe,
Germany, Great Britain and Scandinavia): 14% in 2016
as opposed to 16% in 2015.

For comparison: 2007 to 2016

Domicile of beneficial

Legend

Remaining
Western Europe

Andorra, Austria, Belgium, Spain,
Liechtenstein, Greece, Luxembourg,
Netherlands, Malta, Portugal, Vatican and
Monaco

Various Asia, Germany, Eastern Europe, France,
Scandinavia, Caribbean, Unknown and
Australia/Oceania
2016

M Switzerland 1388

Central /
South America 457

C.1.S. and
Ukraine 228

M Remaining
W. Europe 145

H Middle East 134
M italy 91

[ Great Britain 86
M North America 73
W Africa 73

[ Varoius 234

owner

Switzerland 321 358 320 494 634 664 608 838 894 1388 6519
Central / South America 35 64 39 32 51 85 116 124 554 457 1557
Italy 67 83 127 161 187 191 175 153 118 91 1353
Remaining W. Europe 65 56 41 132 | 152 | 129 129 132 131 145 1112
C.1.S. and Ukraine 7 31 52 21 47 82 99 108 147 228 822
Middle East 36 33 21 41 132 43 61 100 125 134 726
Germany 62 67 45 69 49 43 54 50 28 49 516
Great Britain 65 19 31 41 86 41 26 40 57 86 492
Africa 21 22 19 24 100 46 25 34 78 73 442
North America 27 28 34 48 45 32 39 31 40 73 397
Asia 27 24 49 23 23 46 26 36 77 64 395
Eastern Europe 13 18 24 21 32 104 13 41 53 38 357
France 23 26 63 35 45 39 21 37 25 38 352
Caribbean 2 6 21 3 18 13 6 7 25 30 131
Scandinavia 21 5 7 12 12 19 11 22 8 5 122
Unknown 1 3 2 2 6 8 2 5 7 36
Australia/Oceania 2 8 1 6 2 3 22
Total 795 851 896 | 1159 | 1625 | 1585 1411 1753 2367 2909 15351
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2.5.10 Nationality of beneficial owners

What the chart represents

This chart shows the nationality of those individuals who
were identified as the beneficial owners of assets at the time
the SAR was submitted to MROS. No distinction is drawn
between the nationality and domicile of legal entities. Of-
ten the identity and nationality of the actual beneficial own-
ers of these legal entities can only be determined by the
prosecution authorities.

Chart analysis

— Proportion of SARs with Swiss nationals as beneficial
owners was higher than in 2015 and reached a ten-year
record high in absolute terms (2016: 29%, 2015: 25%).

— With 16% of reporting volume (2015: 24%) nationals
from Central and South America were in second place
again. However, in absolute terms the number of SARs
fromthis category fell (2015: 563 SARs, 2016: 467 SARs).

For comparison: 2007 to 2016

Legend

Remaining
Western Europe

Austria, Andorra, Belgium, Spain, Liechten-
stein, Greece, Luxembourg, Netherlands,
Malta and Portugal

Various Africa, North America, Great Britain, Fran-
ce, Scandinavia, Caribbean, Australia/Oce-
ania and Unknown

2016

W Switzerland 831

Central /
South America 467

C.1.S. and
Ukraine 314

M italy 286
B Middle East 159

B Remaining W.
Europe 154

[ Eastern Europe 131
W Germany 118

M Asia 103

[ Various 346

Nationality of
beneficial owner 2007 | 2008 Total

Switzerland 217 178 195 831 3683
Italy 75 114 179 271 221 280 241 249 227 286 2143
Central / South America 37 60 43 39 44 72 104 125 563 467 1554
C.I.S. and Ukraine 17 43 60 30 91 113 110 143 184 314 1105
Remaining W. Europe 57 57 53 88 87 139 144 174 150 154 1103
Africa 46 49 35 66 245 113 72 97 102 91 916
Germany 80 94 75 92 90 88 90 94 64 118 885
Middle East 27 28 29 46 145 68 51 80 121 159 754
Eastern Europe 28 35 42 56 81 145 39 76 87 131 720
Asia 40 33 44 110 51 54 59 56 82 103 632
Great Britain 83 16 33 39 141 52 30 43 46 58 541
France 30 36 43 57 69 50 34 59 60 62 500
North America 31 31 55 47 50 36 60 56 36 82 484
Scandinavia 21 12 12 14 19 25 20 11 16 14 164
Caribbean 4 5 9 14 1" 6 2 21 28 106
Unknown 3 1 8 2 1 4 8 32
Australia/Oceania 2 7 3 1 3 5 2 3 3 29
Total 795 851 896 | 1159 | 1625 | 1585 1411 1753 2367 2909 15351
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2.5.11 Prosecution authorities

What the chart represents

This chart shows where MROS forwarded the SARs it re-
ceived from financial intermediaries. The choice of pros-
ecuting authority depends on the nature of the offence.
Article 24 et seq. (federal jurisdiction) and Article 27 et
seq. (cantonal jurisdiction) of the Criminal Procedure Code
(CrimPC) serve as the frame of reference.

Chart analysis

— The proportion of forwarded SARs fell again in 2016. It
was down by 1.5%, to 71.3%.

— The number of SARs forwarded to the Office of the At-
torney General declined but this category was still in first
place.

MROS received a total of 2,909 SARsin 2016 (2015: 2,367).
After careful analysis, it forwarded 1,726 SARs or 71.3%
to a prosecution authority (2015: 1724° or 72.8%). These
figures do not include the 487 SARs that MROS has yet to
analyse.

MROS forwarded 645 SARs, or 37%, to the Office of the
Attorney General of Switzerland (OAG). This represents a
decrease over the previous reporting year (2015: 919 or
53%, a record high) and comes nearer to the proportion of
forwarded SARs to the OAG in the years preceding 2015.
The two largest case clustersin 2016, which together gen-
erated 260 SARs, involved circumstances that all fell under
the jurisdiction of the OAG.

> Inthe 2015 Annual Report, the number of SARs forwarded to the pro-
secution authorities was given as 1,675. The increase of 49 SARs given
in this report is explained by the fact that MROS gained new informati-
onin 2016 on these 49 cases that originated in 2015. As a result, they
were forwarded to the prosecution authorities and appear retroactively
in the 2015 statistics.

Legend
AG | Aargau NW | Nidwalden
Al Appenzell Inner Rhoden OW | Obwalden
AR | Appenzell Ausser Rhoden SG St. Gallen
BE Bern SH Schaffhausen
BL Basel-Landschaft SO Solothurn
BS Basel-Stadt Sz Schwyz
FR Fribourg TG Thurgau
GE Geneva TI Ticino
GL Glarus UR Uri
GR | Graublnden VD Vaud
JU Jura VS Valais
LU Lucerne G Zug
NE Neuchatel ZH Zurich
2016

M Attorney General
of Switzerland 645

GE 264

ZH 206
MW T 105
Il SO 80
M BE 55
HvD 53
M AG 46
W SG 45
[ BS 40

other187
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For comparison: 2007 to 2016

(nutorty 2007|2008 | 2000 | aon0 | aort | aura | 2012 | 2010 | 2015|2016 | Torar
CH 289 470 486 384 581

221 182 361 919 645 | 4538
ZH 90 97 146 137 291 195 208 161 235 206 | 1766
GE 66 76 161 141 185 205 168 165 138 264 | 1569
Tl 33 85 117 134 125 185 140 95 114 105 | 1133
BE 25 14 27 36 47 52 18 60 30 55 364
VD 12 25 13 27 69 28 27 33 46 53 333
SG 13 17 17 19 67 31 19 39 35 45 302
BS 16 19 20 35 50 39 25 15 21 40 280
AG 10 9 9 14 49 27 15 23 28 46 230
ZG 16 38 9 16 19 8 14 17 26 20 183
LU 14 25 " 13 9 15 17 23 18 27 172
SO 3 13 19 5 14 1 12 9 9 80 165
BL 10 18 13 13 8 14 9 6 27 29 147
TG 3 3 22 7 9 15 8 14 12 28 121
NE 5 8 8 7 10 8 8 12 19 15 100
VS 5 1 3 9 7 5 12 14 9 17 82
FR 4 2 5 5 10 16 6 3 12 12 75
SZ 4 2 5 8 9 8 7 2 9 15 69
GR 2 2 1 9 6 7 9 13 10 3 62
SH 1 1 1 2 8 5 7 4 2 9 40
Ju 2 2 1 1 1 2 8 5 22
NW 3 2 1 5 1 4 1 2 19
ow 1 6 3 1 2 2 15
AR 1 2 2 2 1 1 2 1
Al 3 2 2 8
UR 1 1 1 4 7
GL 3 1 1 1 6
Total 629 688 797 | 1003 | 1472 | 1358 | 1122 | 1300 | 1724 | 1726 | 11819
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2.5.12 Status of forwarded SARs

What the chart represents

This chart shows the current status of the SARs that have
been forwarded to federal and cantonal prosecution au-
thorities in the last ten years. The chart distinguishes be-
tween the federal prosecution authority, i.e. the Office of
the Attorney General of Switzerland (OAG), and the can-
tonal prosecution authorities.

Chart analysis

Nearly 46% of all SARs forwarded to federal and cantonal
prosecution authorities since 2007 were pending at the end
of 2016.

From 1January 2007 to 31 December2016, MROS forward-
ed atotal of 11,819 SARs to prosecution authorities. By the
end of 2016, decisions had been reached in 6,419 cases
(approx. 54%). These decisions are described below:

— In4.8% (572 cases) of all forwarded SARs, the courts de-
livered the following verdict: 10 aquittals from the charge
of money laundering, 7 acquittals from all charges (apart
from money laundering), 366 convictions including for
money laundering, and 189 convictions for offences oth-
erthan money laundering. Convictions made up 4.7 % of
total reporting volume in 2016.

—In 24.5% (2,900 cases) of all forwarded SARs, criminal
proceedings were initiated but later suspended after
criminal investigations revealed insufficient evidence of
wrongdoing.

- In21% (2,479 cases) of all forwarded SARs, no criminal
proceedings were opened in Switzerland following pre-
liminary investigations.

— In 4% (468 cases) of forwarded SARs, criminal proceed-
ings were suspended either because criminal prosecu-
tion was handed over to foreign prosecution authorities
or because criminal proceedings in the same case were
already underway abroad.

At the end of 2016, 5,400, or 45.6%, of forwarded SARs
were pending (2015: 41.4%). It is difficult to draw conclu-
sions as to the reasons due to a multifold of factors:

— Cases involving money laundering and the financing of
terrorism often have international connections, and the
resulting international investigations tend to be protract-
ed and time-consuming;

— Experience has shown that the mutual legal assistance
which is required by the investigations tends to be costly
and takes a long time;

— Some of the pending SARs have already led to a verdict
but MROS has not yet been notified of this fact because
there was no conviction relating specifically to Article
260 paragraph 1 (criminal organisation), 305° (money
laundering) or 305% paragraph 1 (lack of due diligence)
SCC and therefore the cantonal authorities are not re-
quired to inform MROS (see Art. 29a para. 2 AMLA).

— The prosecution authorities do not consistently fulfil their
duty to report to MROS under Article 29a paragraphs 1
and 2 AMLA.

Status of forwarded SARs
3500
3066
3000
2500 233
2000 1814
1645
1500
108
1000 834
525
500 l 254514
o 30 017 |
verdict acquittal  suspension suspension dismissal ~ pending
of guilty temporarily
Confederation M Canton
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Status of forwarded SARs by authority 2007-2016
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Status of forwarded SARs by authority: 2007 to 2016

Temporary

Canton Pending Dismissal Suspension suspension Verdict

AG 100 43.48% 16 6.96% 44 | 19.13% 14 6.09% 56 | 24.35% 230 | 100%
Al 8 | 100.00% 0 0.00% 0.00% 0.00% 0.00% 8 | 100%
AR 5 45.45% 0 0.00% 3| 27.27% 1 9.09% 2 | 18.18% 11 | 100%
BE 159 43.68% 54 14.84% 88 | 24.18% 16 4.40% 47 | 12.91% 364 | 100%
BL 49 33.33% 16 10.88% 66 | 44.90% 2 1.36% 14 9.52% 147 | 100%
BS 74 26.43% 58 20.71% 123 | 43.93% 11 3.93% 14 5.00% 280 | 100%
CH 2334 51.43% 834 18.38% 1086 | 23.93% | 254 5.60% 30 0.66% 4538 | 100%
FR 24 32.00% 8 10.67% 22 | 29.33% 7 9.33% 14 | 18.67% 75 | 100%
GE 825 52.58% 149 9.50% 504 | 32.12% 35 2.23% 56 3.57% 1569 | 100%
GL 2 33.33% 3 50.00% 0.00% 0.00% 1] 16.67% 6 | 100%
GR 11 17.74% 10 16.13% 25 | 40.32% 4 6.45% 12 | 19.35% 62 | 100%
JU 17 77.27% 1 4.55% 2 9.09% 1 4.55% 1 4.55% 22 | 100%
LU 57 33.14% 6 3.49% 81 | 47.09% 0.00% 28 | 16.28% 172 | 100%
NE 49 49.00% 2 2.00% 25 | 25.00% 5 5.00% 19 | 19.00% 100 | 100%
NW 11 57.89% 5 26.32% 3| 15.79% 0.00% 0.00% 19 | 100%
ow 5 33.33% 1 6.67% 8 | 53.33% 0.00% 1 6.67% 15 | 100%
SG 128 42.38% 44 14.57% 68 | 22.52% 15 4.97% 47 | 15.56% 302 | 100%
SH 19 | 47.50% 2 5.00% 15 | 37.50% 5.00% 2 5.00% 40 | 100%
SO 122 73.94% 6 3.64% 20 | 12.12% 4 2.42% 13 7.88% 165 | 100%
SZ 36 52.17% 17 24.64% 11 15.94% 1 1.45% 4 5.80% 69 | 100%
TG 53 43.80% 18 14.88% 32 | 26.45% 3 2.48% 15 | 12.40% 121 | 100%
Tl 506 44.66% 209 18.45% 358 | 31.60% 32 2.82% 28 2.47% 1133 | 100%
UR 6 85.71% 0 0.00% 11 14.29% 0.00% 0.00% 7 | 100%
VD 98 29.43% 41 12.31% 98 | 29.43% 40 | 12.01% 56 | 16.82% 333 | 100%
VS 42 51.22% 7 8.54% 22 | 26.83% 0.00% 11| 13.41% 82 | 100%
G 46 25.14% 81 44.26% 44 | 24.04% 6 3.28% 6 3.28% 183 | 100%
ZH 614 34.77% 891 50.45% 151 8.55% 15 0.85% 95 5.38% 1766 | 100%
Total 5400 45.69% | 2479 20.97% | 2900 | 24.54% | 468 3.96% | 572 4.84% | 11819 | 100%
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3 Typologies (selection of cases from
the 2016 reporting year)

The following typologies refer to SARs, which were received
by MROS in the course of 2016. Through concrete exam-
ples, MROS points out some of the modus operandi which
aim at laundering funds from alleged criminal origin. The
selection of cases reflect the diversity of predicate offences
as well as new the trends and approaches used. The ty-
pologies serve as a reference for both case studies and for
research work. Moreover, they contribute to sensitising the
financial intermediaries and point to the types of accounts,
financial tools and behaviors which require special atten-
tion. Finally, MROS uses these examples to elaborate risk
analyses which indicate trends both on a national and an
international level in the field of money laundering.

3.1 A failed mayor from the Mediterranean region
opens a restaurant in Switzerland

Facts of the case

A financial intermediary notified MROS of its business re-
lationship with a Swiss restaurant offering Mediterranean
specialities. The proprietor and manager of the restaurant
was originally from the Mediterranean region and had been
living in Switzerland for around a year. The restaurant was
opened two months after he entered the country.
Enquiries by the financial intermediary revealed that the
prosecution authorities of the manager’s country of origin
were investigating him on suspicion of fraud. This led the
financial intermediary to suspect that the funds used to set
up the restaurant may have been, at least in part, the pro-
ceeds of crime. Suspicions of the criminal origin of the initial
capital were corroborated by the fact that half of the funds
were paid in by the manager’s wife in cash. The other half
was transferred from one of the wife's accounts that was
also held with the reporting financial intermediary. It turned
out that she had paid this money into her account in cash
just a few days before the transfer.

MROS analysis

MROS’s searches in police databases failed to throw up any
information. However, various media reports in the press
archives confirmed suspicions that the assets used to set
up the restaurant may have derived from criminal activities.
The manager had been mayor of hishome town in southern
Europe for a number of years. As one of the poorest towns
in that country, he had applied for funding from the EU, the
government and the province to cover courses, employee
training, etc. It transpired, however, that he did not use the
funds received for courses or to hire new staff. A total of
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EUR 150,000 is thought to have flowed into the restaurant
owner’s private accounts. Because the wife was also under
investigation, there were grounds to suspect that the cou-
ple were planning to build a new life in Switzerland using
criminal assets.

The SAR was forwarded to a cantonal prosecution author-
ity for further evaluation. Because the police investigations
failed to identify any evidence that the assets involved were
of criminal origin, the public prosecutor ordered the dis-
continuation of proceedings under Article 310 paragraph
1 CrimPC.

3.2 Grandparent scams: still an issue

Facts of the case

A financial intermediary filed a SAR because a very elder-
ly client wanted to withdraw several tens of thousands of
francs in cash at the counter. Although the elderly client
was wealthy, this large cash withdrawal did not match her
client profile. The bank therefore asked the account holder
about the economic background behind the transaction.
She explained to the bank that she had to hand the money
over to a man who was waiting for her outside the bank.
Apparently the man was not known to her. Nor did she
know his name. The client advisor from the bank request-
ed the account holder to ask the unknown man whether
a wire transfer would be possible instead of a cash pay-
ment. When the unknown man clearly started to manhan-
dle the account holder outside the bank, the client advisor
came outside to assist her. As soon as the client advisor
approached the pair, the unknown man ran away without
the money.

The bank assumed that the client had been the victim of
a criminal gang. The facts of the case point to a grandpar-
ent scam — a particularly underhand form of fraud. In such
cases, victims are contacted by fraudsters posing as fami-
ly members who need to borrow money. Victims are told
complicated, often frightening stories about an emergency
situation, which results in the supposed relative having to
send over a friend to pick up the money because he or she
is unable to.

Becausetheclientwaselderlyand confused, shewasaprime
target for the fraudsters. Fortunately, the bank was able to
prevent the money from being handed over and therefore
avert the damage for the client. The bank informed the
police, who accompanied the client home safely.
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MROS analysis

The elderly client’s funds held with the reporting financial
intermediary were certainly not illicit; they were legally
acquired savings. The bank therefore reported a business
relationship not with a presumed perpetrator, but with the
victim. The SAR was therefore not forwarded to a prosecu-
tion authority.

3.3 A prostitute steals her punter’s online banking
details

Facts of the case

Afinancialintermediary wasinformed by another bank that
a wire transfer had been made from an account at their
bank to a client of the financial intermediary without the
authorisation of their client. The client, allegedly, had had
his e-banking contract and all his access details stolen. A
check of the financial intermediary’s client’s account state-
ment revealed that a sum of several thousand francs had
indeed been paid into the account from a man who had an
account at the other bank. It was unclear exactly who had
gained access to the account at the other bank without the
account holder’s permission. However, the client informed
his bank that the beneficiary was known to him as he oc-
casionally used her services as a prostitute. It is therefore
highly likely that the beneficiary obtained the e-banking
contract during a visit to the man.

MROS analysis

It transpired that the husband of the beneficiary, who was
an authorised representative on the account held with the
reporting financial intermediary, made enquiries after the
funds were received and withdrew the amount in cash. His
behaviour therefore suggested that the beneficiary ob-
tained the e-banking contract, but that her husband ar-
ranged the transfer.

Further investigations by MROS revealed that the benefi-
ciary had previously been registered in police databases for
offences under the Narcotics Act, but she did not have a
police record for any similar cases. Moreover, she appeared
to live on disability benefits and welfare payments. Her hus-
band had previously been investigated for receiving stolen
goods and for threatening behaviour. In the publicly-avail-
able commercial databases, the couple’s creditworthiness
was classified as very low.

These findings reinforced suspicions that the beneficiary
and her husband had influenced the electronic processing
of data with a view to their own financial gain, and as a re-
sult caused the transfer of financial assets occasioning loss
to another. Because this constitutes the criminal offence
of computer fraud under Article 147 SCC, the SAR was
forwarded to a cantonal prosecution authority. The public
prosecutor quickly opened a criminal investigation into the

account holder and her husband on the grounds of sus-
pected money laundering under Article 305bis no 1 SCC.
Subsequent questioning of the persons involved by the can-
tonal police revealed that the account holder had not been
visiting the victim as a prostitute, as originally presumed. In
fact, the following happened:

The victim had installed what he presumed to be a payment
app from his bank on his smartphone, which later turned
out to be a spam app. Using this spam app, unknown third
parties were able to make a payment to the reported ac-
count holder. The IP address from which the victim’s com-
puter was accessed was traced back to a Swiss law firm.
The prosecution authorities found out that the law firm’s
computer system had been hacked during the period con-
cerned. The unknown perpetrators had apparently used
the law firm's IP address unlawfully to conceal their own
identities.

The investigations ruled out the possibility that the reported
account holder had stolen the victim’s e-banking contract
andarranged the money transfer with or without assistance
from her husband. The account holder had been searching
online for secondary employment for her husband and
came across a job vacancy at a real estate firm. The hus-
band applied for the job and shortly afterwards received
the order to obtain the money transferred by the victim and
to post it to an address abroad minus a commission. It also
transpired that the reported account holder and the victim
did not know each other at all. By coincidence, the victim
had been enjoying himself in the city’s red light district on
the day he installed the payment app on his phone. In his
inebriated state he met a prostitute who he took home with
him. Because the prostitute’s name was similar to that of
the reported account holder, the victim assumed there was
a connection between his visit to the prostitute and the
case. But what the victim did not realise was that the money
transfer was actually caused by the spam app.

Because the reported account holder and her husband
were acting as financial agents for unknown perpetrators,
they were convicted of money laundering and sentenced by
summary penalty order to a suspended monetary penalty in
accordance with Article 305bis no 1 SCC.

3.4 Fraudsters with active imaginations

Facts of the case

A financial intermediary received an order to produce doc-
uments from a prosecution authority which had opened a
criminal investigation for fraud against unknown perpetra-
tors. An analysis of the account named in the order revealed
that several individuals had paid money into the account
with a note that suggested the possible sale of items on an
online platform. In addition, the financial intermediary no-
ticed that the credit payments were followed by transfers of
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funds to a country in Africa. In order to clarify the situation,
the financial intermediary contacted X, the account holder,
who explained that he had posted an advert on a web-
site asking for a private loan for a relatively modest sum. A
woman had replied to the advert promising the client of the
financial intermediary that she would loan him the request-
ed amount. However, in order to obtain the loan, X would
have to make his private bank account available for 10 days
in line with the terms stipulated by the woman, and commit
to repaying the sum paid minus a commission.

MROS analysis

One of the particularities of this report is that the borrower
informed the financial intermediary that he had first made
available his private account held with another financial in-
termediary. On the basis of thisinformation, MROS sent the
financial intermediary cited by X a request for information
in accordance with Article 11a paragraph 2 and 3 AMLA.
An analysis of this second account confirmed X’s claims and
revealed other inflows potentially linked to the purported
sale of electronic devices. Since summer 2014, there has
been a wave of cases of fraud where the beneficiaries and
suspected masterminds are based in West Africa. The can-
tons in French-speaking Switzerland are particularly affect-
ed, with a marked concentration in the canton of Vaud.
The different phases of these scams can be summarised as
follows:

— Items worth several hundred francs (e.g. mobile phones,
cameras, IT equipment, video games, leather goods) are
advertised for sale in Switzerland by a purported indi-
vidual on free classified ad sites (e.g. anibis.ch, OLX.ch);

— Payments are made by several buyers when they place
their order to a bank or post office account opened in
Switzerland by a third party;

— The buyers never receive the items they order;

— In some cases, sellers promise buyers that they will re-
fund the money by paying the sum into the buyers’ bank
account;

— Some buyers then receive several payments that are
larger than expected. They are often unaware that the
money transferred comes from other buyers in the same
situation as themselves;

— The person they are dealing with then persuades them to
either forward the excess money in the form of interna-
tional transfer mandate(s) to West Africa, or to transfer it
back to another account in Switzerland. In this way, the
money is then moved around from one account to an-
other until somebody agrees to transfer it to West Africa.

There are several variations of this modus operandi, in par-

ticular the role of bank account holder. The individual may
believe they are the beneficiary of a loan, an intermediary
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for a charitable organisation or a partner in a romantic re-
lationship, or they may knowingly act to help fraudsters in
exchange for payment.

The reported case presented some of the above characteris-
tics. The report was therefore forwarded to the appropriate
prosecution authority.

3.5 Transfer of proceeds from a robbery

Facts of the case

A woman regularly transferred funds using the services of
a Swiss financial intermediary specialising in the transfer of
money and assets. All of a sudden, she stopped doing so.
The financial intermediary noted that instead of the usual
client, her close relations began transferring relatively large
sums of money to the same recipients located abroad. Eight
different people carried out a total of 105 transactions in
four months. For example, the client’s mother carried out
ten fund transfers in eight days for a total of CHF 16,500.
This modus operandi and the absence of plausible explana-
tions regarding the origin of the funds raised doubts with
the financial intermediary, which decided to file a SAR with
MROS under Article 9 paragraph 1 letter a AMLA.

MROS analysis

In the documentation accompanying the SAR, the financial
intermediary added extracts from its client’s Facebook pro-
file. This information and the searches carried out by MROS
allowed the investigators to identify several blood relations
and friends: in all, MROS investigated 38 people. The anal-
ysis revealed that the financial intermediary’s client already
featured in another SAR, but with a different surname (the
father's and not the mother’s). The previous SAR had been
made on the basis of an order to produce documents as part
of open proceedings for money laundering. Determining
with certainty that the two identities referred to the same
person shed light on the suspicions. In particular, it was in-
teresting to note that several persons linked to the payment
originators were suspected of involvement in a robbery
committed several months earlier. When MROS contacted
the prosecution authority handling the open proceedings
for robbery, it confirmed that the client of the financial in-
termediary was in custody on suspicion of involvement in
the same case. The SAR was passed on to the prosecution
authority. Investigators suspected that the funds trans-
ferred by the client’s close relations could be the proceeds
of the robbery and the transfers abroad may have been
carried out in order to hamper identification of the source
of the funds, and to impede discovery and confiscation of
the assets, which were presumed to be of criminal origin.



19™ ANNUAL REPORT 2016: MONEY LAUNDERING REPORTING OFFICE SWITZERLAND MROS

3.6 Family fortune or criminal activity?

Facts of the case

X opened an account with a financial intermediary in or-
der to deposit the funds he claimed came from his family
fortune following the sale of the family group in a third
country. Noting that an investigation was under way by the
financial prosecutor’s office in the third country for fraud,
misappropriation of company assets and bankruptcy asso-
ciated with the family group’s demise, the financial inter-
mediary referred the case to MROS, even though no funds
had yet been credited to the account.

MROS analysis

During its initial research, MROS noted that three other
accounts had been reported to MROS concerning other
members of the same family. The funds channelled through
the accounts reported by the other financial intermediary
were presumed to have originated from the family group’s
business activity.

Inaddition, X, his parents and one of the group’s subsidiaries
appeared in another SAR that was passed on to the compe-
tent public prosecutorin 2010. At the time, X was suspected
of committing various crimes and had just been arrested
with other persons suspected of criminal association, mon-
ey laundering and extortion by an organised group.

In 2009, the family group encountered financial difficulties
which resulted inimplementation of a rescue plan. In 2014,
the entity went into administration and subsequently into
liquidation. According to press reports in 2015, following
a complaint filed by the company that took over one of
its subsidiaries, a preliminary investigation was under way.
Information from various sources indicated that there was
some wrongdoing surrounding the bankruptcy of the fam-
ily group and the assets reported by the financial interme-
diaries could therefore be of criminal origin.

In response to a request for information issued by MROS,
the financial intelligence unit of the country in question
confirmed that criminal proceedings were in fact under way
against the company for fraud, misappropriation of com-
pany assets and bankruptcy. The individual X and his family
were suspected of misappropriating the assets from the
liquidation and were thought to have done all they could
to keep the business going for as long as possible. In view
of these points, MROS referred the case to the appropriate
prosecution authority.

3.7 Ahouse renovation

Facts of the case

The compliance department of a financial intermediary
informed an agent of another financial intermediary (be-
longing to the same network) about transactions potential-
ly linked to a human trafficking ring.

The financial intermediary subsequently noted that several
of its clients had transferred funds to individuals mentioned
in foreign press articles relating to human trafficking and
organised crime. The press articles referred in particular to
X, who happened to be the beneficiary of the payments
made by two clients of the financial intermediary.

In view of these findings, the financial intermediary, sus-
pecting that the funds channelled through the reported
accounts were linked to a criminal organisation, filed a SAR
with MROS under Article 305 paragraph 2 SCC.

MROS analysis

The analysis by MROS revealed that one of the clients (Y)
who made the payments to X had already been the subject
of a SAR about suspected money laundering, in which it
was noted that the frequency of transactions, the num-
ber of recipients, the source of the funds and the amounts
transferred did not tally with Y’s financial means. MROS's
investigations also indicated he had very low creditwor-
thiness. The forty or so beneficiaries of the transactions
in question were mostly resident in one eastern European
country. When questioned, Y explained that he had bought
ahouse in eastern Europe that he was in the process of ren-
ovating. However, he was unable to provide any evidence,
which fuelled doubts about the economic background and
the reasons behind the fund transfers. MROS forwarded
the SAR to the appropriate prosecution authority, which
dismissed the case.

It also appeared that Z, one of the other account holders re-
ported by the financial intermediary, had been the subject
of a letter rogatory from a cantonal prosecution authority
to the authorities abroad for murder and manslaughter
(Art. 112 and 113 SCC).

MROS also analysed the transactions. This revealed that Y
had transferred an amount close to CHF 100,000 to 33
different beneficiaries, mostly resident in Eastern Europe,
over a period of around 18 months.

Overall, a total of around CHF 225,000 was transferred by
the different clients of the financial intermediary that filed
the SAR.

MROS referred the case to the appropriate prosecution au-
thority.

3.8 The legal professional

Facts of the case

Within three weeks, MROS received two SARs from two
banks reporting accounts opened in both establishments
by the same person. The individual in question, a corpo-
rate lawyer resident abroad, had attracted the suspicion
of the financial intermediaries due to her conviction at first
instance by the justice system of a European country for
document falsification and misappropriation with the aim
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of appropriating the fortune of one of her clients, a very
wealthy old woman, who had since died. In addition, the
lawyer was suspected of stealing several hundred thousand
francs’ worth of bearer shares from her client. The two fi-
nancial intermediaries decided to refer her case to MROS
due to the large number of shares in the same company
deposited on the accounts that the lawyer had opened with
them.

MROS analysis

The transaction analysis carried out by MROS revealed that
the Swiss accounts of the accused individual were not lim-
ited to those reported by the financial intermediaries that
filed the SARs, but that three other financial intermediar-
ies either still had or had had accounts on their books in
the past, either in her name, in the name of her close rela-
tives, or in the name of companies domiciled in exotic tax
havens of which she was the beneficial owner. In two of
these accounts, which had been closed for several years,
several hundred thousand bearer shares of the type that
had been stolen from the old woman had been physically
deposited by the lawyer suspected of having stolen them
just a few weeks after the date of the theft. In the following
years, all these shares were resold, after which the lawyer
in question bought back the same amount, while at the
same time regularly transferring them from one account to
another, where the holders and sometimes the formal ben-
eficial owners differed. As well as the accounts opened at
Swiss financial intermediaries, others, located in four other
countries, featured similar transactions, concerning sums
estimated at several hundred thousand Swiss francs, or
even several million in some cases. Suspecting that the aim
of these constant transfers may have been to hide the origin
and traceability of the assets, MROS passed on the results
of thisinvestigation to its counterpartsin the country where
the proceedings against the lawyer were due to take place,
to those in the countries where the lawyer’s accounts were
identified, and to the approrpiate prosecution authorities in
Switzerland, who initiated proceedings.

3.9 A corrupt tax official

Facts of the case

A bank’s attention was drawn to a business relationship
with company X on the basis of information from a card-is-
suing institution. The beneficial owner of the company
was a former tax official. According to online press reports,
the individual’s previous convictions included corruption,
attempted extortion and embezzlement. Based on these
reports, the bank analysed its business relationship with
company X and its transactions, and as a result could not
rule out the possibility that funds from criminal activities
had been deposited in company X's account.
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MROS analysis

The analysis by MROS revealed that company X's account
had only been credited twice. The two payments were or-
dered by two different parties who also held accounts at the
reporting bank. One party was company Y and the other a
numbered account. In light of this finding, MROS requested
the documents of the two other contracting parties from
the bank. After analysing the newly-obtained documents,
it was established that behind both accounts was a practic-
ing solicitor, who according to the bank’s explanations was
thought to be helping his clients evade tax.

Around one month before the two payments were made
to company X's account, money was received on compa-
ny Y's account and the numbered account from another
company, Z. The funds therefore flowed from company
Z to company Y’s account and the numbered account to
be subsequently forwarded to the account of the reported
company X.

In view of these economically unjustified transactions, sus-
picions were mounting that the origin of the funds was
being concealed using payments via offshore companies.
Accordingly, MROS was also unable to rule out the possibili-
ty that thisinvolved illicit funds that had been laundered us-
ing different transactions via various companies. For these
reasons, the SAR was forwarded to the public prosecutor’s
office, which opened an investigation.

After the case was reported to the FIU in the country of
domicile of the tax official and the solicitor, MROS found
out that the solicitor was also the beneficial owner of com-
pany Z. In addition, he was already known to authorities
in the country as he had been involved in various opaque
financial transactions.

3.10 A fraudulently-obtained mortgage

Facts of the case

A bank’s automated transaction monitoring revealed that
a substantial amount had been credited to the account of
one of its clients. The same amount was paid out again the
same day. Such transitory transactions did not match the
client's usual transaction behaviour and financial circum-
stances. According to the client, the credited amount con-
cerned payment of the purchase price in connection with
the sale of his principal residence. The subsequent debit of
the same amount was based on a loan agreement with the
buyer of the property. In this loan agreement, the lender
(client) was granted the right to live in the property as col-
lateral for granting the loan.

As part of its investigation, the bank got the client to sign a
form A. On this form the client claimed he was the sole ben-
eficial owner of the credited assets. As the bank was aware
that the client was not the sole owner of the sold property,
it doubted the accuracy of this information. Furthermore,
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the client had granted the buyer power of attorney over
his accounts claiming that they were a distant relative. In
addition, the purchase price paid for the property did not
appear plausible to the bank. On the basis of these ele-
ments, the bank decided to report the business relationship
with its client.

MROS analysis

MROS’ enquiries found that the property had been due to
be sold by compulsory auction. The debt collection office’s
estimated valuation of the property listed in the Swiss Of-
ficial Gazette of Commerce publication was much lower
than the price paid to purchase the property. In addition,
the transaction analysis revealed that before the purchase
price was paid, money was credited to the client’s account
by the buyer of the property, which was immediately paid
back to the buyer. The client’s small existing mortgage with
a third-party bank was also repaid before the sale by means
of a credit from the buyer. These two payments, that to-
gether amounted to just over 20% of the purchase price,
were presumed to have been used as proof of funds vis-a-
vis the notary and the bank.

The question also arose as to why the buyer had paid a
significantly inflated price to purchase the property. As de-
scribed above, some of the ‘own funds’ were paid straight
back to the buyer. The large final payment of the purchase
price, which ultimately triggered the SAR, was also paid
straight back to the buyer, supposedly as a loan. The capital
for this final payment of the purchase price was financed
by a mortgage from a third-party bank. Consequently the
buyer got back the whole purchase price amount except for
the repayment of the client’s small mortgage.

The right of residence granted to the client in the loan
agreement indicated that he would have had to move out
of the property if there had been a compulsory auction.
Based on all the elements pertaining to the case, MROS
concluded that the two contracting parties had got the
notary to certify a purchase agreement with a significant-
ly inflated purchase price under false pretences. The bank
only provided financing in this order of magnitude because
of the presumed false certification. Based on the results of
the analysis, MROS could not therefore rule out the possi-
bility that the mortgage had been obtained fraudulently
and passed the SAR on to the competent public prosecutor,
who initiated proceedings.

3.11 Terrorist financing?

Facts of the case

A financial intermediary, and allegedly also several embas-
sies, received an anonymous letter from an employee of a
company operating in the oil business claiming that, based
on his personal and business experience, the foreign-domi-

ciled CEO of apartnerfirm, also operatingin the oil business,
was using his strong financial standing to finance Islamist
terror organisations. The writer of the letter also mentioned
that, according to his information, the CEO of the oil com-
pany was helping fund travel expenses for young people to
Syria and Irag. The letter writer’s suspicions were based on
the very large sums of cash that the CEO’s many business
trips allegedly entailed, the CEO’s worrying opinions about
the Paris terror attacks of November 2015, his favourable
attitude towards well-known Islamist terror organisations
and his financing of Islamic associations.

Owing to the sensitive nature of the information and the
very specific accusations, the financial intermediary could
not rule out the possibility that the suspicious accounts
were being used for terrorist financing, and therefore filed
a SAR with MROS under Article 9 AMLA.

MROS analysis

MROS’s background checks indicated that the suspect
(the CEO of the oil company) was resident abroad and very
wealthy. It also revealed that the suspected CEO was relat-
ed to the family of a former president.

In a further step, MROS carried out a detailed analysis of
the suspicious accounts. Concerning the large sums of cash
withdrawn by the CEO, MROS noted that he had made
26 cash withdrawals in Geneva and Zurich amounting to
almost CHF 4 million over the previous two-and-a-half
years. In order to check whether the cash withdrawals were
potentially made by the CEO himself during business trips
to Switzerland, MROS checked whether the traveller was
already registered in the respective systems as having de-
clared imports or exports of cash. However no such entries
were recorded.

The transaction analysis carried out by MROS also revealed
that transactions had taken place on the accounts of the
suspected oil company in which the counterparties bore
no relation to the oil business. Furthermore, the suspected
CEO was not afraid to use the oil company’s bank accounts
for private purposes, as evidenced by the fact that he had
transferred nearly USD 6 million to his private accounts and
close to USD 300,000 to his family members during the
period analysed.

The compiled evidence indicated that the CEO’s behaviour
was dubious and certainly suggested support of terrorist
activities. MROS was unable to find any evidence that the
anonymous letter referred to in the SAR was unreliable. On
the contrary, it was able to corroborate several of the ele-
ments mentioned in the letter.

Because there were increasing grounds to suspect terror-
ist financing under Article 260%nies paragraph 1 SCC, the
SAR was forwarded to the prosecution authorities.
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3.12 An asset manager admits guilt

Facts of the case

Three financial intermediaries each submitted a SAR to
MROS under Article 9 paragraph 1 letter a AMLA regarding
the same case, because several individuals had informed
them that their asset manager had been embezzling a
portion of their assets for years. These individuals plausi-
bly explained to the financial intermediaries that they had
never opened an account with the financial institutions in
question and that the asset manager must therefore have
produced forged account opening documentation for this
purpose and submitted it to the financial intermediaries.
They only became aware of their asset manager’s ploys after
he informed them in person and delivered a written admis-
sion of guilt.

MROS analysis

After analysing the SARs submitted by the financial inter-
mediaries, MROS ascertained that the asset manager was
able to hide his crimes for several years not only thanks to
forged documents, but also because he had developed a
highly complex transaction structure that served to conceal
his schemes.

By merging the reports from the three financial interme-
diaries, MROS was able to reconstruct a large part of the
perpetrator’s complex embezzlement scheme. From the
reconstruction of money flow, MROS established that the
asset manager had opened accounts with seven financial
intermediaries on behalf of his four deceived clients using
presumed forged documents and then fed embezzled
funds into these accounts. In a subsequent step, the asset
manager transferred these sums to bank accounts at six
financial intermediaries, which were either in his own name
or the name of his asset-management company. In the ma-
jority of cases the transactions took place via intermediary
bank accounts belonging to his ex-wife or a real estate com-
pany he founded. These bank accounts served as transitory
accounts in the fraudulent scheme and were probably in-
tended to conceal the origin of incoming payments on the
asset manager’s accounts for which there would otherwise
have been no economic justification.

The many transactions that were processed via the bank
accounts of the asset manager’s real estate company often
contained payment justifications that suggested real estate
deals. Because of the way the embezzled funds were split
across numerous transactions mostly amounting to several
tens of thousands of Swiss francs, the payments failed to
trigger any investigative measures by the financial interme-
diaries concerned. Consequently, these alleged real estate
deals could not be identified as fictitious by the financial
intermediaries and thus appeared plausible.
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MROS also conducted background checks and ascertained
that the asset manager's ex-wife had noticed fraudulent use
of her bank account by her ex-husband the previous year
and had reported it to the financial intermediary through
her lawyer. MROS forwarded the SAR submitted by the fi-
nancial intermediary as a result to the appropriate public
prosecutor a short time later. MROS also found that the
asset manager was already under investigation by another
public prosecutor for attempting to deceive a local author-
ity with a suspected forged confirmation of residence the
previous year.

On the basis of the evidence gathered, MROS was able
to confirm the financial intermediaries’ grounds for sus-
picion. According to the reconstruction of the embezzle-
ment scheme by MROS, the total sum of embezzled funds
amounted to over CHF 3 million. MROS referred the SARs
from the three financial intermediaries to the public pros-
ecutor, who incorporated them into an existing criminal
investigation.

3.13 Dual use goods

Facts of the case

Abank reported a business relationship under Article 305
paragraph 2 SCC (right to report) with a retail firm and its
owner and company administrator. Over a four-year pe-
riod, from 2011 to 2015, the client had received several
hundred thousand Swiss francs in cash in Switzerland from
men who were not known to her. She then wired these
funds asinstructed minus a commission to a company dom-
iciled in Western Europe. She explained that these transac-
tions were related to the sale of satellite phones from the
aforementioned foreign company in an African country. An
intermediary company owned by a foreign national then
delivered the devices in question to the embassy of the Afri-
can country in the Western European country involved. The
cash handed over to the client allegedly came from unoffi-
cial sources close to the president of the recipient country.
The devices in question (telephones) featured encryption
technologies and were therefore deemed to be dual use
goods. However, it was not known whether they would be
used for military purposes.

MROS analysis

MROS’s investigations revealed that the Federal Council
had issued an ordinance governing measures related to the
ban on supplying armaments and related equipment to a
country neighbouring the aforementioned recipient coun-
try. The neighbouring country in question had repeatedly
experienced political unrest and war-like conditions in the
past. For this reason there were grounds to suspect viola-
tions of the Goods Control Act (Art. 14 para. 2 GCA), the
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Embargo Act (Art. 9 para. 2 EmbA) and the War Material
Act (Art. 33 para. 2 WMA) and therefore possible predicate
offences to money laundering. MROS forwarded the report
to the Office of the Attorney General of Switzerland for fur-
ther examination, which subsequently launched a criminal
investigation.

3.14 A stock market expert manipulates prices

Facts of the case

While reviewing a client relationship, a financial intermedi-
ary became aware of negative reports about its client. The
reports concerned criminal proceedings in a neighbouring
country against a former TV stock market expert for stock
market manipulation. According to the media, the stock
market expert was given a custodial sentence. However, the
bank’s client was thought to be the mastermind behind the
price manipulation of a specific stock.

According to the reports, the stock market expert’s offenc-
es included promoting the stock concerned, for which the
client acted as a major investor in return for payment of
price-linked commission. The intensive promotion of the
stock drove the price up and the client was then able to sell
his shareholding for an inflated sum. In return, the stock
market expert stated that he received several millions in
cash from the client.

Since the account in question had been credited with a
significant sum that matched the time frame and amount
in the stock promotion case reported in the media, the fi-
nancial intermediary could not rule out the possibility that
it concerned criminal assets and the proceeds of the price
manipulations in question. For this reason, the financial
intermediary made use of its right to report under Article
305 paragraph 2 SCC and reported the business relation-
ship to MROS.

MROS analysis

The investigations carried out by MROS revealed that the
client had already been investigated by foreign authorities
for fraud and price manipulation in the past. This involved
the client, as director of a company, purposely providing in-
correct information affecting stock prices, therefore driving
up the price of shares in the company in question. MROS
requested information from the FIU in the relevant country
to find out more about the client and any ongoing criminal
proceedings.

The transaction analysis established that there was a sig-
nificant link to two other financial intermediaries in Swit-
zerland, which led MROS to request information from the
financial intermediaries concerned in accordance with Arti-
cle 11a paragraph 2 and 3 AMLA. The documents obtained
revealed that the funds credited to the accounts under re-
view were mainly the proceeds of the sale of the stock. It
was also found that the sum withdrawn in cash from the

third-party bank and the time frame matched the cash
commission handed over by the client to the stock market
expert, as reported in the media.

As the assets were transferred from this third-party bank to
the reported account, there was increasing suspicion that
the funds were connected to the ongoing criminal inves-
tigations against the client in a neighbouring country for
manipulating share prices. The case was referred to the ap-
propriate prosecution authority.

3.15 Anembassy employee goes astray

Facts of the case

A SARwas received concerning a business relationship with
company X, which provides services and advice in the field
of pharmaceutical products, trades in the products and re-
fers Swiss and foreign patients to hospitals. The sole author-
ised signatory of X was a senior consultant, who was also
the only employee and owner of the company. When the
account was opened, it was claimed that the assets came
from the billing of fees for the treatment of patients — often
wounded soldiers — from country Y.

The following money flows were reported as suspicious:
The diagram on the next page shows that large amounts
were paid into company X's account by the embassy of
country Y, of which around 80% was immediately trans-
ferred on to the account of employee A of embassy Y held
with the same financial intermediary. The employee then
paid a portion of this amount to the account of another
employee B of embassy Y held with the same financial inter-
mediary. According to the reporting financial intermediary,
employees A and B were authorised signatories for the em-
bassy. They claimed these payments concerned compensa-
tion of expenses for treatment of patients, such as hospital
stays, transport and interpreters.

Employee A withdrew large amounts in cash from his ac-
count, while employee B transferred funds on to an account
he held with another Swiss financial intermediary.

This transaction diagram raised suspicions that the pay-
ments by embassy Y did not concern compensation of pa-
tient services by country Y, but rather that employees A and
B were guilty of misconduct in public office as authorised
signatories for embassy .

MROS analysis

It was not clear why the funds flowed via the accounts of
employees A and B and were not transferred directly to hos-
pitals as the providers of services for patients from country
Y. In addition, the remaining 20% of the dubious sums of
money was transferred to the private account of the owner
of company X.
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The documents regarding employee B’s account obtained
from a second Swiss financial intermediary by virtue of Arti-
cle 11 aparagraph 2 AMLA revealed that he had transferred
several hundred thousand Swiss francs to his wife in a coun-
try neighbouring Switzerland citing “purchase of property”

3.16 Stolen identity

Facts of the case
A client contacted a financial intermediary as he was sur-
prised to learn that the financial intermediary in question

as the reason for the payment.

Arequest for information from the FIU of the neighbouring
country confirmed suspicions as the property purchase had
actually taken place. The FIU in the neighbouring country
was even able to provide the exact address of the property

purchased by employee B's wife.

As the analysed transactions and the other findings from
the analysis confirmed the suspicions expressed by the fi-
nancial intermediary of misconduct in public office under
Article 314 SCC, the case was forwarded to the prosecution

authorities.
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held an account in his name that he knew nothing about.
Afriend had apparently informed him just beforehand that
items were being sold on an online platformin hisname and
that the purchase price was to be paid into the account held
with the aforementioned financial intermediary.

The financial intermediary’s clarifications revealed that the
account had been opened by correspondence. The client
claimed he had lost the identity card that had been used to
identify the contractual party. The financial intermediary
assumed that someone else had found the identity card and
subsequently sold items online under a fake identity using
the client’s personal details.

In view of these findings, the financial intermediary could
not rule out the possibility that criminal funds had been
channelled through the reported account and filed a SAR
with MROS in accordance with Article 9 AMLA.
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MROS analysis

During its investigations, MROS learned from fedpol’s Iden-
tity Documents Section that the identity card used to open
the account had not been reported as missing.

Further clarifications revealed that the suspected fraudster
had left behind various contact information with the finan-
cial intermediary and the online platform. MROS enquiries
with residents’ registration offices revealed that he had left
contact details for the client with the financial intermediary
and with the online platform that either did not exist or at
which the client had never lived. In addition, a fictitious
e-mail address had been set up and telephone numbers of
other people not involved in the affair had been entered as
contacts.

The dial-up point requested from the financial intermediary
that was used for X's e-banking showed that virtually no
IP address was used more than once. It can be assumed
that proxy servers in Switzerland and abroad were used for
e-banking so that the dial-up location could not be traced.
An analysis of the account statements showed that the
only credit entries for the reported account were funds for
sales on internet platforms. From the notes accompanying
the payments it emerged that the suspected fraudster only
sold computer programs and had withdrawn the funds re-
ceived in cash twice from the same cash machine. However,
MROS’s investigations found that the cash machinein ques-
tion was not monitored by CCTV.

Because the listings were posted under a false identity, it
could be assumed that the traded goods were counterfeit
or stolen, which confirmed MROS’s suspicions that the
funds in the account were the proceeds of crime. The case
was forwarded to the appropriate prosecution authorities.

3.17 Renowned painting at the centre of
an advance fee scam

Facts of the case

A financial intermediary reported a business connection
with a recently-established company X. The company’s
object of business was mainly in providing technical and
artistic advice, and in the buying, selling and administrative
management of works of art, antiques, objects of historical
value and collector’s items. The financial intermediary also
submitted a SAR relating to a business connection with Y,
the company director.

Y had informed the financial intermediary that negotiations
were in progress with Z, a potential client residing abroad.
The negotiations concerned the sale of a painting in Z's pos-
session, apparently by a famous artist. The commission for
the sale of the painting — one percent of the painting’s sale
price —would be billed directly to the client, Z.

After some time, Z received an e-mail containing previous
e-mail correspondence from the financial intermediary’s
client advisor, who was responsible for the business con-
nection with company X. The original e-mail, addressed to
Y, confirmed that a first part-payment had been credited
to company X's account for the purchase of the painting.
According to the e-mail, further payments to the sum of
millions would follow.

Based on this information, Z transferred via bank transfer
the amount agreed upon as commission for the (supposed)
intermediation service. When Z enquired at the bank about
the details of the transaction, the financial intermediary
learned about the e-mail confirming payment of the agreed
commission into company X's account.

Following an internal check, the financial intermediary es-
tablished that the e-mail was a forgery. The e-mail’s whole
layout and logo had been stolen from the financial inter-
mediary, and the wording had been copied from an e-mail
previously sent to Y and supplemented with information
confirming the supposed payment of the commission. The
money paid by Z into company X's account had been trans-
ferred immediately to accounts abroad.

MROS analysis

MROS contacted all the countries affected by the case
so that they could take the appropriate measures within
their respective national law and look into all the people
involved. Thanks to this international cooperation, it came
to light that Y was already on police file for his involvement
in a fraud case, and Z had been found guilty and convicted
also for fraud.

MROS's suspicions were reinforced on analysing the trans-
actions: apart from the primary deposit and the dubious
credit payment, company X's account, named in the busi-
ness connection, showed no other credit payments relating
to the company’s object of business. Also, cash had been
withdrawn from the account on several occasions; a fact
thatin itself was suspicious and not compatible with the ob-
ject of business. Moreover, despite the nearly non-existent
business activity of company X, substantial salary payments
had been made into Y's personal account. MROS therefore
suspected that these salary payments were the proceeds
of crime, which were being laundered and transferred im-
mediately to bank accounts abroad in the name of Y and
company X.

MROS forwarded the case to the prosecution authorities.
The criminal investigation is ongoing.
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4 MRQOS Practice

4.1 Suspicious Activity Reports

4.1.1 Duediligence obligations during analysis of
suspicious activity reports by MROS
Various financial intermediaries contacted MROS to en-
quire about the scope and depth of clarifications they
should carry out during analysis of suspicious activity re-
ports by MROS, with regard to the prohibition on informing
the client under Article 10a of the Anti-Money Laundering
Act (AMLA). The financial intermediaries effectively wanted
to know whether the investigations have to be carried out,
even if they could indirectly serve to inform the client.
The revised Article 10a AMLA came into force on 1 January
2016 within the scope of the FATF Act®. It stipulates that
the financial intermediary must not inform the persons con-
cerned or third parties that it has filed a report under Article
9 AMLA or Article 305% para. 2 SCC. In the old wording, this
provision stipulated that the financial intermediary was not
allowed toinform the persons concerned or any third parties
that it had filed a report under Article 9 AMLA during the
imposed asset freeze. Two points therefore changed in the
new provision. The first is the fact that the ban on informing
the client or any third parties about the SAR filed with MROS
is no longer linked to the duration of the asset freeze. The
second is the fact that the prohibition of information also
applies to reports filed under Article 305%" para. 2 SCC.

MROS has already had the opportunity to respond to the

new Article 10a AMLA’, but not yet from the perspective

concerned here. In its dispatch® the Federal Council spec-
ified that its aim with regard to the unlimited ban on in-

forming the client was to apply FATF Recommendation 21,

which prohibits tipping off. The FATF's Recommendation 21

(b) stipulates that financial institutions should be prohibited

by law from disclosing the fact that a suspicious transaction

report or related information is being filed with the FIU. In-
cidentally, it should be noted that the prohibition envisaged
by this recommendation does not only cover SARs under

Article 9 AMLA and Article 305 SCC, but also requests by

MROS for information under Article 11a AMLA.

The ban on tipping-off is a very important element of the re-

porting system and, more broadly, the system for combat-

ing money laundering and the financing of terrorism. In its
dispatch® the Federal Council highlighted the importance of

6 Federal Act of 12 December 2014 for implementing the Revised Finan-
cial Action Task Force (FATF) Recommendations of 2012, in force since 1
January 2016 (AS 2015 1389; Federal Gazette 2014 585).

7 See MROS annual reports https://www.fedpol.admin.ch/fedpol/en/
home/kriminalitaet/geldwaescherei/jb.html from 2014 (pp. 54-55) and
2015 (p. 55).

8 Dispatch on implementation of the revised Financial Action Task Force

(FATF) recommendations of 2012, Federal Gazette 2014 667.
o Ibid., p. 668.
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this, using an example in which, to avoid tipping off, MROS
may even allow the asset freeze deadline to elapse’®, which
could result in the transfer, and consequently loss, of the
funds. If we apply this notion to the question asked by the
financial intermediaries above, we conclude that tipping
off must be avoided during the investigations. The financial
intermediary should behave completely normally towards
the client. As it knows the client, the financial intermediary
should also evaluate at what point the investigations could
prompt a tipping-off. Moreover, in order to avoid indirectly
informing the client, the new Article 9a AMLA stipulates
that financial intermediaries must continue executing client
orders while MROS is conducting its analysis.™

4.1.2 New trends in the SAR reporting system

The Swiss SAR reporting system has various distinctive fea-
tures. One of these is the distinction between the duty to
report (mandatory SARs) and the right to report (voluntary
SARs). This distinction can partly be explained by historical
factors. Voluntary SARs, which are provided for under Arti-
cle 305" paragraph 2 SCC cameinto forcein 1994, in other
words four years before the Anti-Money Laundering Act,
which provided for mandatory SARs. In its 1993 dispatch,
referring to this legislative amendment, the Federal Council
considered there to be a ‘pressing’ need to introduce volun-
tary SARs. As it was aware of the forthcoming introduction
of mandatory SARs, the Federal Council drew a distinction
between these two situations. The basis of the distinction
between voluntary and mandatory SARsis the level of suspi-
cion. A financial intermediary could file a SAR under Article
305 paragraph 2 SCC if it harbours a suspicion that is not
yet subject to a mandatory SAR'™. In the 1996 dispatch on
the Anti-Money Laundering Act, the Federal Council spec-
ified that suspicions are considered well-founded “when
there is a concrete sign or several clues that spark fears that
the assets involved are of criminal origin” 3. At the time,
the coexistence of voluntary and mandatory SARs was com-
pliant with FATF Recommendation 16 of 1990 (which be-
came Recommendation 15 in 1996), which stipulated that
“if financial institutions suspect that funds are of criminal
origin, they should be permitted or required to report their
suspicions swiftly to the competent authorities.”

0|t should be noted that this was explaining a system for filing SARs with
deferred freezing of assets, which was not selected by the interested
parties following the public consultation.

" Regarding Art. 9a AMLA, see the 2015 MROS Annual Report, p. 55
(https://mwww.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwa-
escherei/jabe/jb-mros-2015-e.pdf).

12 Dispatch of 30 June 1993 concerning the amendment of the Swiss
Criminal Code and Military Criminal Code, Federal Gazette 1993 Il
269, p.316

3 Dispatch of 17 June 1996 relating to the Anti-Money Laundering Act in
the financial sector, Federal Gazette 1996 Il 1057, p. 1086.
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Also in the 1996 dispatch on the Anti-Money Laundering
Act, the Federal Council pointed out that: “[...] the thresh-
old above which a SAR is mandatory (being) very high in
Switzerland compared with other countries”. Expressly
referring to this phrase in its evaluation report on Switzer-
land in 2005 and in its follow-up reportin 2009',the FATF
levelled criticism at the Swiss SAR reporting system in par-
ticular for its restrictive approach to mandatory SARs (and
therefore to well-founded suspicion). It is true that the FATF
Recommendations underwent some important changes in
2003. The new Recommendation 13 no longer provides
for voluntary SARs —the terms “should be permitted” from
the previous text have been deleted. The recommendation
now only comprises mandatory SARs. The obligation to file
a SAR not only applies if “a financial institution suspects”
but also if it “has reasonable grounds to suspect that the
funds are the proceeds of criminal activity, or are related to
terrorist financing.”

Since suspicion is a subjective notion, it is not always easy
to define the threshold above which a suspicion becomes
well-founded. This undefined notion leaves room for inter-
pretation and adaptation over time. In order to respond to
the need for clarification often expressed by financial in-
termediaries, MROS therefore explained in its 2007 Annual
Report that the system in place does not require financial
intermediaries to have concrete facts in order for their sus-
picion to be well-founded. According to MROS, a suspicion
is considered well-founded if “the financial intermediary
has evidence that assets either originate from criminal ac-
tivity or at least that this possibility cannot be excluded.”
16 This clarification came after almost ten years of the duty
to report to MROS based on the idea of well-founded sus-
picion complying with a high threshold, as expressed by
the Federal Council in 1996. In a judgement in 2008", the
Federal Supreme Court adopted a definition of the doctrine
relating to the duty to report and stipulating that if the fi-
nancial intermediary has a “mere doubt that, for example,
the assets are the proceeds of crime, it should still file a SAR
with MROS."” This jurisprudence, which introduced a duty
to report in the event of a “mere doubt”, was confirmed
by the Federal Criminal Court in 2015'®. According to this

4 Third Evaluation Report on Switzerland, November 2005 (http:/Avww.
fatf-gafi.org/media/fatf/documents/reports/mer/MER %20Switzer-
land%20Rapport%20complet.pdf), § 649, p. 139.

> Follow-up report to the mutual evaluation of Switzerland (http://www.
fatf-gafi.org/media/fatf/documents/reports/mer/mer%20switzer-
land%20rapport%20de%20suivi.pdf), § 44, note 14, p. 18.

® MROS Annual Report 2007 (https://www.fedpol.admin.ch/dam/data/
fedpol/kriminalitaet/geldwaescherei/jabe/jb-mros-2007-f.pdf), p. 3.

7 Federal Supreme Court, judgement of 27 November 2008
(4A_313/2008).

' Federal Criminal Court, judgement of 18 March 2015 (SK.2014.14),
cons. 4.5.1.1. It should be noted that, since 1 January 2016, the con-
sequences are the same for voluntary and mandatory SARs: assets are
only frozen if MROS forwards the case to the prosecution authorities.
The only difference is the processing time by MROS (Art. 23 para. 5 and
6 AMLA).

convincing decision, a simple doubt becomes a reasonable
suspicion when particular clarifications did not enable to
dismiss the suspicion that the assets are linked to an offence.
If we compare the notion of a mandatory SAR (and there-
fore of well-founded suspicion) in the 1996 dispatch and
jurisprudence, we can conclude that the latter opts for an
evolutive interpretation of Article 9 AMLA. The “very high”
threshold of a well-founded suspicion was justified in the
nineties, but is no longer justified today. By way of exam-
ple, it would be hard to imagine a financial intermediary
who suspects terrorist financing not reporting this to MROS
these days because the suspicion is not adequately sub-
stantiated. The jurisprudence mentioned above is in line
with MROS’s interpretation from 2007, i.e. that a SAR is
mandatory if the possibility that the assets are of criminal
origin cannot be excluded.

If the threshold above which a suspicion is well-founded
is now lower than it used to be, what about the right to
report mere suspicions? In its annual reports since 2012,
MROS specifies that “the financial intermediary may sub-
mit a SAR on account of a suspicion based on probability,
doubt or a sense of unease about entering into a business
relationship.” '° The increase in the number of voluntary
SARs received in recent years could be the result of this
broader interpretation?. It should be noted that FINMA has
also encouraged financial intermediaries to make more use
of voluntary SARs.?!

It is important to point out that this new interpretation of
well-founded suspicion in no way modifies the duty to clar-
ify on the part of financial intermediaries. In Switzerland,
financial intermediaries are part of the system and are re-
quired to act as an initial filter, in order to avoid MROS be-
ing inundated with unfounded SARs. SARs are always filed
after the clarifications provided for in Article 6 paragraph
2 AMLA have been carried out. The crucial importance of
these clarifications was emphasised once again in a recent
judgement by the Federal Administrative Court?.

In its last evaluation of Switzerland in 2016, the FATF rec-
ognised that the broad interpretation of mandatory SARs
is compliant with its recommendations. It did state, how-
ever, that “the legislative framework should be clarified to
explain more clearly the distinction between the right and
the requirement to report and to prevent the same level
of suspicion from being covered by both legal provisions.”

' MROS 2012 Annual Report (https://www.fedpol.admin.ch/dam/data/
fedpol/kriminalitaet/geldwaescherei/jabe/jb-mros-2012-f.pdf), p. 10.

20 In 2016, MROS received more than 1,800 voluntary SARs, which is
almost 800 more than the number of mandatory SARs. There has been
a noticeable increase in involuntary SARs since 2010, but this has beco-
me more marked since 2013 —the year MROS published its position in
its 2012 annual report.

2 FINMA annual media conference of 7 April 2016. Speech by Marc
Branson, Director (https:/Awww.finma.ch/fr/news/2016/04/20160407-
mm-jmk-2016/).

22 Federal Administrative Court, judgement of 10 June 2014 (B-
6815/2013), cons. 4.2 and 4.3.
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4.2 Federal Act on the Freezing and the Restitution
of lllicit Assets held by Foreign Politically Expo-
sed Persons (FIAA)

4.2.1 Scope of Art. 7 FIAA in relation to Art. 9 AMLA
The Foreign lllicit Assets Act (FIAA; SR 196.1) came into
force on 1 July 2016. It sets out new powers for MROS.
Certain financial intermediaries contacted the Federal De-
partment of Foreign Affairs (FDFA) and MROS to request
clarification regarding mandatory SARs under this law. In
order to answer these questions, these two authorities
present a common position below.

1. Commencement of the legislation and competent
authorities
The FIAA sets out an obligation for individuals and institu-
tions to report and inform MROS without delay of assets
covered by a freeze (Art. 7 para. 1 to 3 FIAA). The informa-
tion contained in these reports is then transmitted to the
FDFA and the FOJ by MROS (Art. 7 para. 5 FIAA).
If individuals or institutions are unsure about filing a man-
datory SAR, practice prior to the FIAA shows that they
sometimes contacted the competent authority to request
clarification. Up until 30 June 2016, they contacted the
FDFA (Directorate of International Law: DIL) for this pur-
pose. Now, if the FDFA (DIL) receives any new requests for
informationin this regard, it will refer them to MROS, which
has been the competent authority since 1 July 2016.
Alimited number of information requests that were sent to
the FDFA (DIL) before 1 July 2016 are still pending. In the ab-
sence of any specific transitional arrangements on this issue
in the FIAA, these requests will be handled and completed
by the FDFA (DIL), which will send MROS a copy of its final
correspondence on the matter.
The powers and tasks of MROS under the FIAA are set out
in Article 7 and Article 13. MROS is therefore not obliged to
analyse the information received by virtue of Article 7 FIAA,
contrary to what Article 23 AMLA provides for regarding
SARs received on the basis of this act.

2. Reports in accordance with Art. 7 FIAA

As the reports under Article 7 FIAA are briefer than those
provided for under Article 9 AMLA, an ad hoc form has
been drawn up by MROS for this purpose and will be pub-
lished on its website to help individuals and institutions re-
port frozen assets (cf. appendix).

Definitions of ‘Politically Exposed Persons’ (PEPs) and ‘close
associates’

In practice, there are no issues regarding the duty to report
bank accounts held by PEPs as defined under Article 2 letter
a FIAA (or where PEPs are beneficial owners) mentioned in
the lists attached to asset freeze orders. The same applies
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when a close associate as defined under Article 2 letter b
FIAA features in these lists. Usually, financial intermediar-
ies report such bank accounts very quickly, namely within
a few days of a new freeze order by the Federal Council
coming into effect.

Definition of ‘assets’

The term ‘assets’ is legally defined under Article 2 letter c
FIAA. The dispatch clarifies this notion by referring in par-
ticulartoits meaningin criminal law. Assets may be tangible
or intangible, movable or immovable. The dispatch also re-
fers to the former freeze orders that used the terms ‘funds’
and ‘economic resources’ specific to sanctions legislation.
It follows from the above that the assets within the meaning
of Article 2 letter c FIAA have a very broad scope (Feder-
al Gazette 2014 5150 s.). Assets (‘funds’ according to the
old terminology) are therefore all financial assets, includ-
ing cash, cheques, monetary claims, drafts, money orders
and other payment instruments, deposits, balances on
accounts, debts and debt obligations, securities and debt
instruments, stocks and shares, certificates representing se-
curities, bonds, notes, warrants, options, mortgage bonds
and derivatives, interest, dividends or other income accru-
ing from or generated by assets, credit, right of set-off,
guarantees, performance bonds, other financial commit-
ments, letters of credit, bills of lading, bills of sale and docu-
ments showing evidence of an interest in funds or financial
resources. Assets (‘economic resources’ in the old termi-
nology) are also assets of every kind, whether intangible or
tangible, movable orimmovable, in particular property and
luxury goods.

Definition of ‘persons and institutions’

The definition of ‘persons and institutions’ contained in
the FIAA is broad and is clarified in the preparatory work.
Firstly it includes financial intermediaries as defined under
Article 2 paragraph 1 letter a AMLA and dealers as defined
under Article 2 paragraph 1 letter b AMLA. It also includes
other actors to which the due diligence obligations set out
in AMLA do not apply. This is the case for authorities, such
as land registries, which are required to report properties
covered by a freeze (Federal Gazette 2014 5164). It also ap-
plies to company administrators, asset managers, securities
depositaries or even traders, who may also fall under this
definition (Federal Gazette 2014 5164 s).

3. Relationship between the FIAA and AMLA

Some practical difficulties have arisen when financial in-
termediaries as defined under Article 2 paragraph 1 letter
a AMLA are called on to credit Swiss bank accounts held
by persons or non-listed commercial companies with in-
coming wire transfers corresponding to the execution of
commercial contracts concluded with foreign companies
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controlled by listed PEPs. Such difficulties may arise particu-
larly in connection with contracts for the international sale
of goods, when the seller has a Swiss bank account and
the buyer is a company domiciled abroad and controlled
by a listed PEP. Financial intermediaries that receive a wire
transfer from abroad sometimes wonder whether it can be
credited to the holder of the account in Switzerland without
being subject to a SAR under the FIAA, or if instead the sum
has to be frozen as an "asset’ of a listed PEP and be made
the subject of a corresponding SAR.

Principles to comply with when applying Article 7 FIAA
Although the aims of the FIAA and the AMLA are not the
same, these two pieces of legislation are complementary
and should be applied in practice in a coherent manner.
The concern about making it as easy as possible for financial
intermediaries to implement the FIAA by assigning MROS
the role of single point of contact to receive SARs instead of
the FDFA has been clearly articulated during the preparato-
ry work and parliamentary debates (Federal Gazette 2014
5164). It is therefore important to ensure that SARs filed
under Article 7 FIAA and SARs filed under Article 9 AMLA
do not produce results that are insufficiently coordinated or
even contradictory. In this context, itisimportant to comply
with the following principles:

1. Filing a SAR under Article 7 FIAA does not exempt the
financial intermediary or dealer from filing a SAR under
Article 9 AMLA (Federal Gazette 2014 5164 s.) if neces-
sary, or from complying with its due diligence obligations
in accordance with AMLA.

2. Conversely, filing a SAR under Article 9 AMLA does not
exempt the financial intermediary or the dealer from fil-
ing a SAR under Article 7 FIAA if necessary.

3. No report should be filed under Article 7 FIAA when:

— theaccount holder (or beneficial owner)is a PEP whose
name does not appear in the appendix to the freeze
order;

— the account holder (or beneficial owner) is a close as-
sociate whose name does not appear in the appendix
to the freeze order.

4.'Funds’ and ‘economic resources’ as used in old freeze
orders (and sanction orders on the basis of the EmbA)
constitute assets and must therefore be reported in ac-
cordance with Article 7 FIAA.

5. The freezing of assets under Article 3 FIAA is not a com-
mercial sanction. However, all assets in Switzerland of a
company with its headquarters in Switzerland and which
is controlled by a listed PEP (or a listed close associate)

must be reported under Article 7 FIAA and will therefore
be frozen.

. When international wire transfers are received by finan-

cial intermediaries in order to be credited to the Swiss
accounts of non-listed clients, and even if the transfer
corresponds to the execution of a contractual obligation
concluded with a listed person (or a company controlled
by a listed person), it is not necessary to file a SAR under
Article 7 FIAA once the listed person has permanently
divested themself of the asset through payment to the
financial intermediary. In such cases, the financial inter-
mediary is still required to clarify the background and
purpose of the transaction in accordance with its due
diligence obligations arising from AMLA. If necessary, it
may be required to file a SAR under Article 9 AMLA and it
still has the option of filing a voluntary SAR under Article
305 paragraph 2 SCC. However, under the FIAA, the
aforementioned clarification is not its responsibility.

. Persons or institutions who are not financial intermedi-

aries or dealers according to AMLA are required to file a
SAR under Article 7 FIAA provided they hold or adminis-
ter assets in Switzerland belonging to persons affected
by an asset freeze (Art. 7 para. 1 FIAA). The same applies
if, without holding or administering such assets in Swit-
zerland, these persons or institutions have knowledge of
such assets by virtue of the functions they perform (Art.
7 para. 2 FIAA). As these persons and institutions are not
subject to the due diligence obligations set outin AMLA,
they do not have to clarify the background and purpose
of the transactions, or file a SAR under Article 9 AMLA.
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5 International scene

5.1 Egmont Group

MROS is a member of the Egmont Group, a network of
central Financial Intelligence Units. The Egmont Group
perceives itself as a non-political international forum of
operationally independent FIUs. In the area of anti-money
laundering, predicate offences to money laundering and
the financing of terrorism, the Egmont Group pursues the
following objectives:

— establishing the preconditions needed for the systematic
and mutual exchange of information;

— offering training courses aimed at improving the efficien-
¢y of FIUs and exchanging personnel to encourage the
transfer of know-how;

— using suitable technology, such as a stand-alone inter-
net connection, to ensure more secure international data
transfers between FIUs;

— helpingmore FIUs to become operationally independent;

— providing guidance and resources for the creation of cen-
tral FIUs.

In 2016, the Heads of Financial Intelligence Units (HoFIU),
the Egmont Committee, the Egmont Plenary and the work-
ing groups all met in January/February. Further meetings
were planned for July in Istanbul, but had to be cancelled
due to the security situation there. As a result, several ad
hoc meetings of the working groups took place. Because
there was no plenary meeting, no new members joined the
Egmont Group in 2016. Membership therefore remains at
151 jurisdictions.

Once again, greatimportance was givenin 2016 to projects
associated with combating the financing of terrorism and
the financing of Islamic State. The working groups involved
are currently analysing whether amendments to the Eg-
mont regulations are necessary as a result.

The new Executive Secretary, Jérdbme Beaumont, took up
his position in September 2016 following his predecessor’s
resignation.

MROS has been a member of the Egmont Group since its
inception in 1998. Since revision of the FATF Recommenda-
tions in 2012, MROS membership is now a clear prerequi-
site for an adequate system to combat money laundering
and the financing of terrorism. In particular, the various FIUs
declared their adherence to the Egmont Group Statement
of Purpose and its Principles for Information Exchange Be-
tween Financial Intelligence Units for Money Laundering
and Terrorism Financing Cases. The possibility for MROS
to directly contact and exchange information with FIUs is
essential. With the entry into force on 1 January 2016 of
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the Federal Act on Implementation of the Revised FATF
Recommendations of February 2012, MROS’s mandate has
once again been expanded to cover additional predicate
offences to money laundering. This legislative amendment
strengthens MROS's analysis capacity and the exchange of
information with its partners abroad.

During the reporting year, MROS took part in the meetings
of the Egmont Committee Meeting, the Egmont Plenary
Meeting and the meetings of the Information Exchange
and Policy and Procedures working groups.

5.2 About the FATF

The Financial Action Task Force (FATF) is an inter-govern-
mental body established by the G7 at a summit in Paris in
July 1989. As the leading international body to fight mon-
ey laundering and the financing of terrorism, it establishes
international standards for measures to fight these crimes.
Member country compliance is verified on the basis of re-
views conducted at regular intervals. These reviews give rise
to reports showing the extent to which evaluated countries
adhere to FATF Recommendations.

In February 2012, the FATF published the latest version of
its recommendations, which establish a complete and co-
herent framework of measures that must be implemented
by countries in order to combat money laundering and the
financing of terrorism. Member states are required to im-
plement these measures. For the current fourth round of
mutual evaluations, both the level of technical compliance
and the recently introduced criteria of effectiveness will be
tested.

The FATF produces two public documents assessing the
level of compliance of certain non-member countries: the
first public document is the FATF's Public Statement, which
identifies high-risk jurisdictions perceived to be uncoop-
erative in the global fight against money laundering and
the financing of terrorism; the second public document is
entitled Improving Global AML/CFT Compliance: On-going
Process, which identifies jurisdictions with strategic AML/
CFT deficiencies that have provided a high-level political
commitment to address the deficiencies through imple-
mentation of an action plan developed with the FATF.
Switzerland was the subject of a FATF evaluation in 2016.
Theinspectorsconducted numerousdiscussions with MROS
to assess technical compliance of Switzerland’s legislative
framework and its effectiveness. The inspection also includ-
ed a detailed analysis of MROS's activities and its scope of
competence. Switzerland fulfils all the requirements of FATF
Recommendation 29, which relates to MROS’s activities.
With regard to Recommendation 40 — international coop-
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eration — the FATF criticised that MROS cannot approach
financial intermediaries if the information it has received
comes from an FIU abroad and no financial intermediary in
Switzerland has submitted a SAR.

As part of the Swiss delegation to the FATF, MROS is active
in the meetings of the Risks, Trends and Methods Group
(RTMG). The aim is to study and analyse specific cases in
an effort to recognise and analyse recurrent patterns and
features associated with money laundering and the financ-
ing of terrorism so as to more effectively tackle these phe-
nomena. In addition, MROS takes part in the meetings of
the Policy Development Group (PDG), which is responsible
for aspects surrounding regulations and guidelines. MROS
also attends the meetings of the Evaluations and Compli-
ance Group (ECG), which monitors and ensures compliance
through mutual country evaluations and the follow-up pro-
cess. Other working groups include the International Co-

operation Review Group (ICRG) and the Global Network
Coordination Group (GNCG).

The FATF devoted considerable attention to terrorist attacks
last year. During the reporting year a confidential report was
published on terrorist financing, which identified high-risk
indicators in various fields of business.

In 2016, MROS was active in one of the projects of the
Risks, Trends and Methods Group (RTMG) called ‘Domestic
Information Sharing’, which concerns the exchange of in-
formation for fighting terrorist financing. The project aims
to publish a Best Practices Paper, which will serve the mem-
ber states as a guideline. The project should be concluded
in2017.

Another project that was initiated at the end of 2016 deals
with the topic of beneficial ownership. MROS will partici-
pate actively in the project in 2017, notably through con-
tributing typologies.
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6 Internet links

6.1 Switzerland
6.1.1 Money Laundering Reporting Office

www.fedpol.admin.ch
Federal Office of Police fedpol

www.fedpol.admin.ch/fedpol/en/home/kriminalitaet/
geldwaescherei.html
Money Laundering Reporting Office MROS

https://www.fedpol.admin.ch/dam/data/fedpol/kriminali-
taet/geldwaescherei/meldeformulare/9gwg/9_GwG_for-

6.1.4 Self-regulating organisations

www.arif.ch
Association Romande des Intermédiaires Financieres (ARIF)

www.oadfct.ch
OAD Fiduciari del Cantone Ticino (FCT)

www.oarg.ch
Organisme d’Autorégulation des Gérants de Patrimoine

(OARG)

www.polyreg.ch

mular-e.docx
SAR form Art. 9 AMLA

https://www.fedpol.admin.ch/dam/data/fedpol/krimi-
nalitaet/geldwaescherei/meldeformulare/305ter/305ter
Abs 2 StGB formular-e.docx

SAR form Art. 305t SCC

6.1.2 Supervisory authorities

www.finma.ch
Swiss Financial Market Supervisory Authority FINMA

www.esbk.admin.ch
Federal Gaming Commission

6.1.3 National associations and organisations
www.swissbanking.org
Swiss Bankers Association

www.abps.ch
Swiiss Private Bankers Association

www.foreignbanks.ch
Association of Foreign Banks in Switzerland

WWW.SVV.ch
Swiss Insurance Association
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PolyReg Allg. Selbstregulierungsverein

WWW.Sro-sav-snv.ch
Self-regulating Organization of the Swiss Bar Association
and the Swiss Notaries Association

www.leasingverband.ch
SRO Schweizerischer Leasingverband (SLV)

www.sro-treuhandsuisse.ch
SRO Schweizerischer Treuhanderverband (STV)

WWW.VSv-asg.ch
SRO Verband Schweizerischer Vermdgensverwalter (VSV)

www.vgf.ch
Verein zur Qualitatssicherung von Finanzdienstleistungen

(VQF)

WWW.Sro-svv.ch
Self-regulation organisation of the Swiss Insurance
Asso- ciation

www.sfama.ch
Swiss Funds & Asset Management Association SFAMA

WWW.SVig.org
Swiss Association of Investment Companies (SAIC)


https://www.fedpol.admin.ch/fedpol/en/home/kriminalitaet/geldwaescherei.html
https://www.fedpol.admin.ch/fedpol/en/home/kriminalitaet/geldwaescherei.html
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/9gwg/9_GwG_formular-e.docx
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/9gwg/9_GwG_formular-e.docx
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/9gwg/9_GwG_formular-e.docx
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/305ter/305ter_Abs_2_StGB_formular-e.docx
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/305ter/305ter_Abs_2_StGB_formular-e.docx
https://www.fedpol.admin.ch/dam/data/fedpol/kriminalitaet/geldwaescherei/meldeformulare/305ter/305ter_Abs_2_StGB_formular-e.docx
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6.1.5 Other links 6.2.3 Other links
www.ezv.admin.ch www.worldbank.org

Federal Customs Administration World Bank

www.snb.ch www.bis.org

Swiss National Bank Bank for International Settlements
www.bundesanwaltschaft.ch www.interpol.int

Office of the Attorney General of Switzerland INTERPOL

https://www.seco.admin.ch/seco/de/home/Aussenwirt-  www.europa.eu
schaftspolitik_Wirtschaftliche Zusammenarbeit/Wirt-  European Union
schaftsbeziehungen/exportkontrollen-und-sanktionen/
sanktionen-embargos.html WWW.Coe.int
State Secretariat for Economic Affairs (economic sanctions  Council of Europe
under the Embargo Act EmbA)

WWW.ecb.europa.eu
www.bstger.ch European Central Bank
Federal Criminal Court

www.europol.net

6.2 International Europol
6.2.1 Foreign reporting offices www.fincen.gov/

Financial Crimes Enforcement Network, USA
www.egmontgroup.org/en/membership/list

List of all Egmont members, partially with link www.fbi.gov
to the website of the corresponding country Federal Bureau of Investigation FBI, USA
6.2.2 International organisations www.bka.de

Bundeskriminalamt BKA Wiesbaden, Germany

www.fatf-gafi.org
Financial Action Task Force on Money Laundering

www.unodc.org
United Nations Office on Drugs and Crime

www.egmontgroup.org
Egmont Group

www.cfatf-gafic.org
Caribbean Financial Action Task Force



https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos.html
https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos.html
https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos.html
https://www.seco.admin.ch/seco/de/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos.html










